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LOI CAM ON
D6 an tong hop 1a do an cudi cung va ciing 1a mot cot mdc quan trong danh dau
chang duong 4 nam hoc tap va rén luyén cua em tai truong Pai hoc. Day khong chi
13 co hoi dé em tong hop, ap dung kién thirc chuyén mon da tich liy ma con 1a thir
thach 16n dé em khang dinh sy trudng thanh trong tu duy va k¥ ning lam viéc.
Dé hoan thanh dugc do 4n nay, em di nhan duoc su hd tro quy bau tir quy Thay Co
khoa Di¢n — Dién tr. Trudce ti€n, em xin guri 161 cdm on chan thanh dén cac Théy
Co trong khoa, dic biét 1a cac Thay C6 giang vién bo mon Ky thuat dién tir — vién
thong. Nho ¢6 sy hudng dan tan tinh va kién thirc chuyén mon viing vang cua quy
Thay C6, em di c6 thé hoan thanh t6t d6 an “Hé théng giam sat va tdi vu hoa st
dung nudc thong minh trong gia dinh ung dung IoT va AL
bac bi¢t, em xin guri 161 cdm on sau sic dén TS.Tran Cong Thinh va GS.Kim
Dokyong, ngudi di ludn tan tinh chi bao, gop y va dong hanh cing em trong sudt
qua trinh thuc hién dé tai. Sy hd tro cua hai Thay da giup em vuot qua nhiéu khé
khin va hoan thanh t6t ndi dung nghién ctru.
Mic du di nd luc hét strc, nhung do van con han ché vé kinh nghi¢m thuc tién va
thoi gian thyc hién, em khong tranh khéi nhitng thiéu sét trong qua trinh nghién ciru
va trién khai dé tai. Em rt mong nhan dugc nhitng ¥ kién dong gop tir quy Thay Co
dé em co thé rat kinh nghiém va tiép tuc hoan thién ban than trong ching duong
phia trude.
Mot 1an nira, em xin chan thanh cam on quy Thay C6 da ludn tan tim, dong hanh va

tao diéu kién cho em trong subt qua trinh hoc tap va thyc hién dd an nay.

TP. Ho Chi Minh, ngay 15 thdng 7 ndm 2025
Tac gia

Lé Truong Duy



Cong trinh dugc hoan thanh tai Trudng Dai hoc Ton Dirc Théng
Can bo hudng dan khoa hoc:TS. Tran Cong Thinh
GS. Kim DoKyong

Db 4an tong hop dugc bao vé tai Hoi dong danh gia Po an tong hop cia Trudng
Pai hoc Ton Pirc Thing vao ngdy... /.../......
Xéc nhan cua Chu tich Hoi dong danh gia Do an tong hop va Truong khoa quan ly

chuyén nganh sau khi nhan D6 an tong hopda duoc sira chita (néu co).

CHU TICH HQI PONG TRUONG KHOA



CONG TRINH PUQC HOAN THANH
TAI TRUONG PAI HOC TON PUC THANG

To61 xin cam doan day la cong trinh nghién ctru cua riéng t6i va dugc su
huéng dan khoa hoc cta TS. Tran Cong Thinh va GS. Kim DoKyong. Cac ndi dung
nghién ctru, két qua trong dé tai nay 1a trung thuc va chua cong bd dudi bat ky hinh
thire nao truée day. Nhirng s liéu trong cac bang biéu phuc vu cho viéc phan tich,
nhan xét, danh gia dugc chinh tac gia thu thap tir cac ngudén khac nhau cé ghi 18
trong phan tai liéu tham khao.

Ngoai ra, trong D6 an téng hop con sir dung mot s6 nhan xét, danh gia ciing
nhu s6 liéu ciia cac tac gia khac, co quan t6 chirc khac déu co trich dan va chu thich
ngudn goc.

Néu phat hién cé bat ky su gian 14n nao tdi xin hoan toan chiu trach
nhiém vé ndi dung Po an tong hop ciia minh. Truong Pai hoc Ton Puc Thang
khong lién quan dén nhitng vi pham tic quyén, ban quyén do t6i giy ra trong qué
trinh thuc hién (néu c6).

TP. Ho Chi Minh, ngay 15 thang 7 ndm 2025
Tac gia
(ky tén va ghi ro ho tén)

Lé Truong Duy



(Trang nay dung dé dinh kém Nhiém vy D6 an tot nghiép co chiv ky cia
Giang vién hwéng dan)



HE THONG GIAM SAT VA TOI UU HOA SU DUNG NUOC
THONG MINH TRONG GIA PINH UNG DUNG IOT VA Al
TOM TAT
Hién nay, nhu cau st dung nudc va dién trong sinh hoat gia dinh ngay cang ting,
trong khi viéc giam sat va t6i vu hoa van con nhiéu han ché. Vi vdy, hé thong nay
dugc phat trién nham nang cao hidu qua quan ly, tiét kiém tai nguyén va dam bao

van hanh thong minh cho nguoi dung.

Qua trinh hoat dong cua h¢ théng bao gém viéc st dung ESP32 dé thu thap dit licu
tir cac cam bién nhu luu luong nude, dong dién, hdng ngoai... Sau dé, cac dir lidu
nay duoc gui 1én mdy chu thong qua giao thirc MQTT va luu trit trén nén tang
InfluxDB, hién thi bang Grafana. Nguoi dung c6 thé truy cip vao giao dién web
trén nén Home Assistant dé theo doi luong nudc ti€u thuy, dién nang st dung, canh
bao ro ri cling nhu lich béo tri thiét bi loc.

Ngoai ra, hé thong con tich hop tri tué nhan tao (AI) dé phan tich xu huéng sir dung
nudc theo ngay, tuan, thang, du doan thoi diém can thay 161 loc va tu dong bat tat
van dién tir dé tranh that thoat tai nguyén khi khong sir dung. Hé thdng ciing duoc
trién khai bang Docker trén may chi Ubuntu nhim dam bao tinh linh hoat va dé
dang bao tri.

Giai phap nay khong chi don gian hoa viéc giam sat tiéu thu nude va di€n, ma con
giap tdi wu hoa hoat dong cua cac thiét bi, nang cao hiéu qua van hanh va dam bao

an toan cho nguoi st dung.

Vi



SMART WATER MONITORING AND OPTIMIZATION
SYSTEM IN HOUSEHOLDS BASED ON IOT AND Al
ABSTRACT

Currently, the demand for water and electricity in household activities is increasing,
while monitoring and optimization are still limited. Therefore, this system was
developed to improve management efficiency, save resources and ensure smart
operation for users.

The system's operation includes using ESP32 to collect data from sensors such as
water flow, current, infrared, etc. Then, this data is sent to the server via MQTT
protocol and stored on the InfluxDB platform, displayed using Grafana. Users can
access the web interface on the Home Assistant platform to monitor water
consumption, electricity usage, leak warnings as well as filter maintenance
schedules.

In addition, the system also integrates artificial intelligence (Al) to analyze water
usage trends by day, week, month, predict when to change the filter core and
automatically turn on and off the solenoid valve to avoid resource loss when not in
use. The system is also deployed using Docker on Ubuntu servers to ensure
flexibility and ease of maintenance. This solution not only simplifies water and
electricity consumption monitoring, but also helps optimize equipment

performance, improve operational efficiency and ensure user safety.

Vi
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PO AN TONG HOQP
Trang 16

CHUONG 1. GIOI THIEU PE TAI

1.1 Muc tiéu dé tai

D& tai “Phat trién hé thdng giam sat va tdi vu hoa tiéu thu nuée théng minh trong ho
gia dinh ing dung [oT va AI” tdp trung vao viéc tao ra mdt gidi phap toan dién, tu
dong hoa cao va dé thich tmg, nham quan 1y hiéu qua viéc st dung nudc va dién
trong doi séng hang ngay. Hé théng cho phép giam sat lién tuc cic thong sé quan
trong nhu luu luwgng nudc, muc di€n nang ti€u thu va trang thai hoat dong cta cac
thiét bi (vi du: van dién tir, may bom...), ddm bao do chinh xac cao. Nho viy, viéc
ghi chép thu cong truyén thdng dugc loai bo hoan toan, thay vao dé 1a dir liéu dugc
hién thi mot cach truc quan va cap nhat theo thoi gian thuc cho ngudi st dung.
Khong chi dung lai ¢ viéc thu thap dir li€u, hé théng con tich hop cac thuat toan hoc
may nhu hoi quy tuyén tinh, ARIMA hay LSTM d¢ phan tich hanh vi st dung theo
nhiéu méc thoi gian khac nhau. Nho d6, hé thdng co thé phat hién kip thoi cac bat
thuong nhu ro ri nudce, tiéu thu dién tang dot ngdt hodc thiét bi van hanh sai cong
suat, gop phan ning cao hiéu qua quan 1y va canh bao sém cac sy cd. Két qua phan
tich duoc trinh bay qua cac biéu dd va bao cao dé hiéu, gitp nguoi dung dé dang
giam sat va diéu chinh théi quen st dung tai nguyén nuédc dién mot cach hop 1y.
Dya trén cac mirc ngudng duogc thiét lap san hodc do AI tinh toan, hé théng s€ tu
dong can thi¢p vao hoat dong cua thiét bi, vi du nhu bat/tit van dién ti, nhim dam
bao hiéu sudt toi wu va tiét kiém ngudn lyc. Cach tiép can nay khong chi giam thiéu
chi phi dién nudc ma con gitp ting cudng dd bén cho cac thiét bi co khi. Giai phap
duoc xay dung theo kién trac microservices két hop céng nghé container hoa
Docker, mang lai kha ning mé& rong linh hoat. Nho d6, viée tich hop thém cam bién
moi hodc thay d6i phan cimg c6 thé thuc hién d& dang ma khong anh hudng dén
toan bd hé théng. Thiét ké nay dic biét phi hop cho ca quy mé hd gia dinh nhoé 14n
cac cong trinh 16n nhu toa nha thong minh. Giao dién quan 1y dugc phat trién trén

nén tang Home Assistant, cho phép truy cép qua trinh duyét web hodc Gmg dung di
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dong, mang dén cho nguoi dung cac cong cu theo ddi truc quan, nhan thong béo kip
thoi va tiy chinh theo so thich ¢4 nhan mot cach don gian. Cudi cung, dé tai con
thuc hién danh gia muc do tiét kiém nudc va dién trude va sau khi ap dung hé
thng, dong thoi so sanh hiéu suat giira cdc ngudng diéu chinh thu cong va ty dong
tir AL Céc két qua thyc nghiém nay s& lam nén tang dé dé xuat cac cai tién cho giai
phap va mé rong trién khai thuc té, hudng téi viée phd bién rong rai trong cac khu

dan cu hién dai.
1.2 Yéu cau cua de tai

Dé tai “Hé thong giam sat va tdi uvu héa sir dung nude thong minh trong ho gia dinh
dua trén IoT va tri tué nhan tao” yéu cau sy két hop chat ché gitra phan cimg, phan
mém, hé théng truyén thong va cac giai phap thuit toan thong minh. Piéu ndy nhim
dam bao tinh 6n dinh, d6 chinh x4c va bao mat trong qua trinh hoat dong.

V& phan ctng, hé théng sir dung vi diéu khién ESP32 nhd kha niang két néi Wi-Fi
on dinh va hiéu nang cao. Thiét bi nay chiu trach nhiém thu thap va truyén dir liéu
tir cac cam bién do luu lugng nude, cam bién dong dién, cling nhu cam bién hong
ngoai gitp nhan dién sy hién dién ciia ngudi dung. Cac thiét bi chdp hanh nhu van
dién tr va may bom duogc lya chon dua trén cong suét thuc té, ddm béao hoat dong
lién tuc ma khong bi qua tai hodc hao mon nhanh choéng. Pé thuén tién cho nguoi
dung trong vi¢c theo doi, hé¢ théng con dugc trang bi man hinh hién thi nho gon nhu
OLED hoic LCD TET, cho phép hién thi cac thong sé quan trong ngay tai vi tri lap
dit ma khong can truy cap vao nén tang web.

O tang phan mém va hé thong backend, MQTT Broker (sit dung HiveMQ) duoc
trién khai trong méi truong Docker, nhim dam bao kha ning xir 1y luong 16n dir
lidu tir cam bién v6i @6 tré dudi 500 ms. Giao dién nguoi dung duoc thiét ké trén
nén tang Home Assistant, mang lai kha ning tiiy chinh linh hoat va phan quyén rd
rang gitta ngudi dung thuong va quan tri vién. Hé thong cling cho phép tich hop
truc tiép cac nat diéu khién thong qua Node-RED, dong vai trd nhu cau ndi xu 1y

logic gitra dit liéu MQTT va cac hanh dong phan hdi: tiép nhan dir liéu, ap dung quy
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tac thu cong hodc ngudng dya trén Al, va phat 1énh dicu khién dén thiét bi. Dir lidu
dugc luu trir dudi dang chudi thoi gian trong InfluxDB, hd trg nén va truy van hiéu
qua, dong thoi két ndi truc tiép voi Grafana dé trinh bay dir lieu dudi dang
dashboard truc quan, phuc vu cho viéc theo doi va phan tich lau dai.

V& mat bao mat va do tin cay, h¢ théng ap dung ma hoa TLS cho toan bd qué trinh
truyén tai qua giao thirc MQTT nhdm ngin chin cac cudc tdn cong tir chdi dich vu
va hanh vi nghe 1én. Cac API giao tiép v6i mo-dun Al ciing hoat dong trén nén tang
HTTPS va yéu cau xé4c thuc token dé bao vé thong tin. Hon nita, ESP32 duogc cAu
hinh dé luu trir tam thoi dir lidu trong by nhd ndi trong it nhat mot gio néu mat két
ndi Internet, va tu dong déng bo khi mang dugc phuc hdi. Viée su dung Docker
Compose trén nén Ubuntu Server cho phép trién khai linh hoat va d& dang mé rong
hé thong, tir viéc thém thiét bi ESP32 dén trién khai thém cac dich vu Al ma khong
gy gian doan. Kha ning khoi dong lai, nang cip hodc quay lai phién ban trudc
(rollback) ciing dugc t6i wu hoa, dam bao van hanh 6n dinh trong méi trudng san
Xudt.

Cudi cung, dé tai yéu cau thyc hién quy trinh thir nghiém k¥ ludng, bao gdm hiéu
chinh cam bién, mo phong cac tinh hudng bat thuong nhu ro ri hodc ting dot bién
luu lugng, va danh gia hiéu suit cia MQTT duéi diéu kién tai cao. Ngoai ra, viéc so
sanh gitta diéu khién truyén thong va diéu khién theo ngudng dong do Al dé xuat s&
cung cip s6 liéu dinh luong vé mirc tiét kiém tai nguyén. Nhiing két qua nay s& la
co s& dé tinh chinh thuat toan, tdi wu hoa hé théng va hoan thién bao cdo nghién ctru

truGe khi trién khai thur nghiém thuc té trén dién rong.
1.3 Y twéng thuc hién

Hé théng dugc xdy dung theo mo hinh ba 16p phan tang rd rét, gitp to chirc, mé
rong va bao tri cac thanh ph@fm mot cach doc 1ap. Lop dau tién, goi la 1op thiét bi
ngoai vi (Edge Layer), bao gdm cic mo-dun ESP32 két ndi truc tiép véi cac cam

bién chuyén dung nhu luu luong ké, cam bién dong dién va cam bién phat hién.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Nhiém vu chinh cua 16p nay 1a nhan tin hi€u tho tor moéi trudng, tién hanh loc va xir
1y so bo dit liéu, sau d6 truyén thong tin dudi dang JSON qua giao thire MQTT.

Lép thi hai, dugc goi 13 16p nén tang xtr 1y (Platform Layer), dong vai trd nhu trung
tam diéu phdi va xtr 1y dir liéu. Lép nay tich hop cac thanh phan quan trong nhu
MQTT Broker dé phan phdi théng diép, Node-RED dé xtr 1y logic diéu khién,
InfluxDB dé Iuu trit dir liéu theo thoi gian, va Grafana dé hién thi dit liéu mot cach
truc quan theo thoi gian thuc.

Lép tha ba 13 16p tng dung va dich vu thong minh (Application Layer), noi dién ra
su twong tac truc tiép gilta ngudi dung va hé théng. Tai diy, Home Assistant dong
vai tro 1a giao dién diéu khién trung tdm, hd tro nguoi dung giam sat trang thai thiét
bi, thiét 1ap céc ngudng canh bdo va thyc hién diéu khién thu cong mot cach thuan
tién. Dich vu Al tich hgp con c6 chitc nang phan tich dir liu lich su, hoc hoi thoi
quen st dung va ty dong dé xuat diéu chinh ngudng diéu khién phu hop véi nhu cau
cua tung ho gia dinh.

Qua trinh xtr 1y dit liéu duoc thiét ké theo chu trinh khép kin va dong bo. Sau khi
ESP32 thu thap dit liéu tir cam bién, tin hiéu s& duoc xtr Iy va truyén di thong qua
MQTT. Khi ban tin dén broker, Node-RED s& dam nhiém hai nhiém vu chinh: ghi
dir liéu vao InfluxDB dé phuc vu cho viéc theo ddi va phan tich dai han, va so sanh
v6i cac ngudng di duoc thiét 1ap (co thé 1a tinh hodc dong). Néu phat hién dir lidu
vuot ngudng, Node-RED sé& 1ap tirc giri 1énh diéu khién tro lai ESP32 dé thuc hién
cac thao tac nhu dong/mé van nude hodc didu chinh may bom. Dit liéu va trang thai
thiét bi s& duogc cap nhat ngay lap tic 1én Grafana va Home Assistant, cho phép
nguoi dung theo doi tinh hinh theo thot gian thuc.

Vao cubi mbi chu ky (vi du hang ngay), hé théng Al sé& truy xuat dir liéu da thu
thap, thuc hién phan tich m6 hinh ti€u thu theo thot gian va tinh toan lai ngudng tdi
uu thong qua thudt toan hoc may. Ngudng madi s€ duge ty dong cap nhat vao Node-
RED ma khéng can su can thiép thi cong, giup hé thdng tu dong diéu chinh theo

nhu cau s dung nudc va dién cua ting gia dinh.
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1.4 Phwong phap thuc hi¢n

Qua trinh trién khai hé thong bat dau bang viéc thyc hién khao sat thuc té. Sau do,
tién hanh 1ap rdp phan cimg, két ndi cac thiét bi va kiém tra tin hiéu dé dam bao
hoat dong 6n dinh. Vi diéu khién ESP32 dugc lap trinh trén nén tang Arduino IDE,
vOi1 cac chic nang chinh nhu doc dit li¢u tr cdm bién, loc nhiéu, truyén va nhan dir
li¢u qua giao thiuc MQTT, cling nhu thuc hién cac 1énh diéu khién.

Trén may chu, st dung Docker dé trién khai cac dich vu nhu InfluxDB, Grafana,
Node-RED, Home Assistant va Al-service thong qua tép cdu hinh docker-
compose.yml. Cac container duoc thiét 1ap day di vé mang va volume dé dam bao
dir liéu khong bi mat khi khoi dong lai. Trong Node-RED, x4y dung ludng xur Iy dé
nhan dit liéu tr MQTT, luu vao InfluxDB, kiém tra ngudng va diéu khién thiét bi.
Al-service dugc phat trién bé“mg Python, dam nhiém viéc truy xuét dit liéu, phan tich
va tra vé ngudng dyu doan qua API /predictThreshold. Home Assistant duoc sir dung
1am giao dién chinh, cho phép theo ddi dit liéu, diéu khién thiét bi va thiét 1ap canh
bao.

Cudi cung, hé thong dugc kiém thir bang cach mo phong cac sy ¢d nhu ro ri nude,
tang dot bién luu lwong hoac mat két ndi, nham hiéu chinh cac tham sd va danh gia
kha ning tiét kiém so v6i phuong phap van hanh thu cong. Qua d6, hoan thién hé

théng dé chuén bi cho viéc trién khai thuc té.
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CHUONG 2. COSOLY THUYET

2.1 Giao thire MQT"
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Hinh 2.1 Giao thuc MOTT
MQTT (Message Queuing Telemetry Transport) 1a mot giao thirc nhan tin nhe,
duoc chudn héa bai SIS, duogc thiét ké dic biét cho cac ing
Vit (IoT). Giao thtrc 1y str dung mé hinh xuat ban/ding ky (pu
truyén dir liéu, phtt hoa hodc trong méi trudng bang thon g thap.
Hién nay, MQTT d d trong nhiéu linh vuc nh
vién thong va dau khiing truyén tai thong tin hiéu qua v
cao.
Giao thirc ndy mang i ich, giup tiét kiém déng ké bing thon
nguyén hé thong, dom diéu kién cho céc thiét bj twong tac lir
nhau. V61 nhitng vu d'T da tré thanh sy Iya chon h

mg dung IoT can kha ning truyén tai dit liéu on dinh va t6i wu
2.1.1 Tinh ning néi| 4t

Co ché truyén thong deo mé hinh xuét ban/dang ky (Pub lish/Subscribe) 1a mot
phuong thirc truyén th, mot chiéu va tach biét hoan toan kh

tmg dung. Diéu nay cl phan trong hé théng duy tr
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linh hoat cao hon. Viéc trao d6i thong diép dién ra gan nhu tirc thoi, khong phu
thudc vao ndi dung dir li€u, giup dam bao tdc do va hiéu qua truyén thong. M6 hinh
nay dua trén giao thic TCP/IP, két hop véi co ché dong goi dir lidu gon nhe, nham
giam tai duong truyén va tdi uu hiéu suit toan hé théng.

V& chat luong dich vu (QoS: Quality of Service) cho viée truyén dir liéu, c ba cap
dd tin cay duoc hd tro. O muc QoS 0, bén guri chi truyén dit liéu mot 1an duy nhét,
khong yéu cau xac nhan tir phia nhan, va dga vao d¢ tin cdy cua giao thuc TCP/IP.
Trong khi d6, mtrc QoS 1 dam bao dit liéu dugc giri it nhat mot 1an va bét bude phai
c6 xac nhan tr bén nhan, du c6 thé dan dén viéc nhan trung 1ap thong diép. Cudi
cung, muc QoS 2 dam bao do tin cay cao nhat: khi dit liéu duoc gui, phia nhan s¢
chi nhin dung mot 1an duy nhat, yéu ciu mét co ché bit tay bon budc phirc tap dé
xac nhan.

Bdng 2.1Uu diém cia giao thirc MOTT

STT | Uu diém

1 Truyén thong tin hiéu qua hon

Tang kha ndng mé rong

Giam dang ké tiéu thy bang thong mang.

Rat phu hop cho diéu khién va do tham

T6i da hoa bang thong c6 san

Chi phi thép.

Rat an toan, bao mat

ool A N | B~ W

Puoc st dung trong cac nganh cong nghiép dau khi, cac cong ty 16n nhu

Amazon, Facebook, ....

9 | Tiét kiém thoi gian phat trién

10 | Giao thtrc publish/subscribe thu thap nhiéu dit liéu hon va ton it bang thong

hon so véi giao thirc cii
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2.1.2 Mo hinh Publish/Subscriber trong giao thirc MQTT

MQTT Broker ¢6 thé duoc trién khai theo nhiéu cach khac nhau. Nguoi dung c6 thé
tur cai ddt va van hanh Broker riéng ctia minh théng qua cic mé ngudn mé hodc cac
phién ban thuong mai ¢ san. Mot lya chon phé) bién khac 1a st dung cac dich vu
Broker trén nén tang dién toan dam may.

Cac MQTT Client l1a nhiing tng dung hoac thiét bi thuc hién két ndi t6i Broker dé
trao doi dit liéu. Cac Client dugc phan thanh hai vai tro chinh: Publisher (nguoi giri)
va Subscriber (ngudi nhan). Mot Client co thé dam nhiém mot trong hai vai tro hoac
ca hai dong thoi. Publisher ¢ nhiém vu giri cic ban tin téi Broker, trong khi
Subscriber s& nhan cac ban tin méi ngay khi ching dwogc giri 1én Broker. Dé dé hinh
dung, mo hinh Pub/Sub gidong nhu hoat dong clia mot nha moi gidi bat dong san:
ngudi ban (Publisher) cung cip thong tin vé 16 dat va gia ca cho moi gidi (Broker).
Moi gidi sau d6 chuyén tiép thong tin nay dén nguoi mua (Subscriber) — ngudi da
dang ky nhan thong bao vé dit tai khu vuc cy thé. Nho d6, ngudi mua va nguoi ban
c6 thé giao dich gian tiép ma khong can lién hé truc tiép.

M6 hinh nay sé hiru ba dic tinh quan trong: tich biét vé& khéng gian (Space
Decoupling) — cac thanh phan khong can biét vi tri ctia nhau; tach biét vé thoi gian
(Time Decoupling) — ngudi giri va nguoi nhan khong can hoat dong dong thoi; va
tach biét vé dong bo hoa (Synchronization Decoupling) — giup cac bén hoat dong
ddc 1ap, khong phu thudc vao tién trinh xur 1y cua nhau.

MQTT ciing st dung co ché loc thong diép dua trén tidu dé (subject-based), ciing
v6i mot 16p chit luong dich vu (Quality of Service — QoS) gitip dé dang xac dinh

xem thong diép da duoc truyén thanh cong hay chua.

2.1.3 Cach thirc hoat dong

Mot phién MQTT bao g6m bon giai doan chinh: khoi tao két ndi, xac thuc, trao doi
dir liéu va dong két ndi.

Két nbi duoc khoi tao khi may khach mé mot két néi TCP/IP dén broker. Theo mic

dinh, cong 1883 duogc dung cho giao tiép khong ma hoa, con céng 8883 danh cho

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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cac két ndi bao mat thong qua SSL hodc TLS. Trong qua trinh nay, may khach c6
thé guri thong tin xac thuc hoac ID phién dé tiép tuc mot phién lam viée trude do.
Xac thuc khong bat budc nhung duoc nhiéu broker hd trg nhim tang cudng bao
mat. Viéc st dung tén ngudi ding va mat khau, két hop voi ma hoa SSL/TLS, gitip
ngan chan truy cép trai phép va dam bao dir li¢u khong bi can thiép trong qua trinh
truyén tai.

Giao tiép: Tai giai doan nay, may khach co thé thuc hién cac thao tac nhu publish
(gui dir ligu), subscribe (dang ky nhan dir li¢u), unsubscribe (huy dang ky), va g
ping dé gitr két nbi ludén hoat dong. Dir lidu giri qua MQTT c6 thé 1én téi 256 MB,
voi dinh dang linh hoat theo nhu cau st dung. Khi thyc hién publish, dir li¢u nhi
phan s& duoc giri dén mot chi dé cu thé. Viéc subscribe gitp may khach nhéan dit
lidu tir cac chu dé da dang ky trude d6. Cha dé trong MQTT c6 ciu tric dang cay,
phan cap bang dau gach chéo (/). MQTT cho phép sir dung ky tu dai dién nhu dau
cong (+) cho mot cap, va dau thiang (#) cho nhiéu cdp chu dé, gitip don gian héa
viéc quan 1y diang ky. Lénh ping (PINGREQ/PINGRESP) dugc dung dé kiém tra va
duy tri trang thai hoat dong ctia két ndi TCP, tranh bi timeout.

Khi méay khach mudn ngat két nbi, n6 s& guri 1énh DISCONNECT dén broker dé két
thiic phién mot cach hop 1€, gitip quan 1y tai nguyén hi€u qua va thudn tién cho viéc
tai két ndi sau nay. Néu xay ra mat két nbi dot ngot, broker co thé ty dong gui thong
diép di chic (will message) dén cac subscriber, nhim thong bao tinh trang tir

publisher d3 ngit két ndi..
2.1.4 Ung dung MQTT trong linh vue IoT

Ung dung ciia MQTT trong IoT rat pho bién nhd vao kha ning truyén dit liéu nhe,
hiéu qua va dang tin cdy trong cac méi truong han ché vé bang thong hoic ngudn
dién. Giao thirc MQTT dugc sir dung rong rai trong cac hé thong nha thong minh,
giam sat moi truong, theo ddi stre khoe, didu khién cong nghiép va cac thiét bi IoT
nhu cam bién, thiét bi do dac va bo diéu khién. Nho vao mo hinh pub/sub va kha

nang duy tri két ndi on dinh gitra cac thiét bi véi server trung tim (Broker), MQTT

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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giup cac thiét bi co thé giri va nhan dit liéu theo thoi gian thyc. Ngoai ra, viéc hd tro
nhiéu muc chit luong dich vu (QoS) va kha ning mi hoa bao mat bang SSL/TLS
gitip MQTT trd thanh lya chon 1y tudng cho cac tng dung IoT can dé tin cdy va bao

mat cao.

2.2 Giao thirc HTTP

Hinh 2.2 Giao thirc HTTP

Ung dung ciia MQTT trong IoT rat phd bién nhd vao kha ning truyén dir liéu nhe,
hiéu qua va dang tin ciy trong cic méi trudng han ché vé bang thong hodc ngudn
dién. Giao thtc MQTT dugc str dung rong rai trong cac hé théng nha thong minh,
giam sat moi truong, theo ddi stre khoe, didu khién cong nghiép va cac thiét bi IoT
nhu cam bién, thiét bi do dac va bo diéu khién. Nho vao mo hinh pub/sub va kha
nang duy tri két ndi on dinh gitra cac thiét bi véi server trung tim (Broker), MQTT
gitip cac thiét bi c6 thé giri va nhan dir liéu theo thdi gian thuc. Ngoai ra, viéc hd trg
nhiéu muc chit luong dich vu (QoS) va kha ning mi hoa bao mat bang SSL/TLS
gitip MQTT trd thanh lya chon 1y tudng cho cac tng dung IoT can do tin cdy va bao

mat cao.
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2.2.1 Pac trung cua TTP

HTTP la giao thirc di dé truyén tai dir lidu trén i

gian, nhung HTTP vano cac dic trung co b

Mot trong nhitng uu ¢ tinh don gian. Giao thirc n

sao cho dé hiéu va dé hat trién, kiém thir iy dung web trd nén
thuan loi hon. Ngay c: tap trong phién ban HTTP2, viéc dong

g6i cac thong diép HTvan giit cho giao thirc nay d

HTTP s& htru kha nirdng linh hoat thong qua viéc st dung cac HT TP
header. Nho d6, co thid sung cac tinh nang mai chi bang cach t

gifra client va server va mot header cu thé. Piéu n

nghi nhanh chdong véiia dang ciia web hién dai.

Du la giao thic statele  — khong luu lai trang thai gitra cac yé —nhung HTTP
van c6 thé duy tri triéc bang cach st dung cookie. Cookie

HTTP cho phép tao setrir thong tin gitra cac yéu ¢

d6 cai thién kha nang) doi ngit cd  nh va mang lai trai nghing nhat

quan hon.

Tong thé, HTTP 1a mang va khong thé thiéu trong truyén tai |

li¢u trén Internet, véi n, mé rong tot va ho trg duy tr

nho co ché cookie.

2.2.2 Nguyén Iy két1

HTTP
Request Message

-

- HTTP
Response Message
HTTP Clients
(Web Browser) HTTP over TCP/IP HTTP Server (Web Server)

Hinh 2.3 Nguyén 1y két néi HTTP
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HTTP 1a mot giao thire ting tmg dung khong tu dam béo truyén tai tin cdy, vi vay
n6 dya vao TCP — mét giao thic ting truyén tai — dé thiét 1ap két nbi va dam bao dir
lidu duoc truyén diy du, dung thi tu. Tuy nhién, viéc thiét 1ap két ndi TCP trude
mdi 1an trao doi dir liéu co thé gy ra do tré va giam hiéu suit.

Trong HTTP/1.0, mdi yéu ciu—phan hdi déu mé mot két ndi TCP riéng biét, gdy ton
thoi gian va tai nguyén, dic biét khi cAn giri nhiéu yéu cau lién tuc. HTTP/1.1 di cai
tién bang cach str dung két ndi giit séng (persistent connection) va hd trg pipelining
— cho phép giri nhiéu yéu cau lién tiép ma khong chd phan hoi, tuy nhién co ché nay
van gap kho khin vé dong bo va quan 1y ludng dir liéu.

HTTP/2 giai quyét han ché d6 bang cach ghép (multiplex) nhiéu ludng dir lidu trong
mot két ndi TCP duy nhét, gitp truyén dong thoi nhiéu yéu cdu—phan hdi ma khong
bi chéng chéo hodc gian doan, tir 46 tdng hi¢u suat dang ké.

Tuy nhién, do TCP van c6 nhiing gidi han trong bdi canh mang hién dai (nhu do tré
khi mat goi tin), Google da phét trién giao thitc QUIC, xay dung trén nén UDP.
QUIC tich hop kha ning truyén tin tin cdy, ma héa va quan 1y két ndi hiéu qué hon,
gitip gidm d¢ tré va cai thién trdi nghiém nguoi dung.

Tom lai, su phat trién cia HTTP qua cac phién ban, cing voi viée thir nghiém cac
giao thirc méi nhu QUIC, phan anh nd luc khong nging trong viée t6i wu hoa hicu

sudt truyén thong trén Internet va nang cao chat lugng truy cap cho nguoi dung.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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2.3 Tri tu¢ nhan tao

Hinh 2.4 Tri tué nhan tao Al

Tri tué nhan tao (AI))t linh vuc li€én nganh quan trong trong

tinh, nham phat trién &dng c6 kha ning thuc hién cac nhiém vu thuong ¢ an
dén tri tué con ngudi, ludn, hoc tip va ra quy

chi 12 mdt cong nghé , ma con 1a tru cot cua cudc cach mang

lan thtr tu, dong vai ttrong trong viéc dinh hinh lai cach con

song, 1am viéc va trorvéi moi trudng xung quanh.

Al bao gdm mot hé siing 16n véi nhiéu chuyén nganh nh

li¢u (data science), ma hoc (machine learning), hoc sau (deep learning), xur Iy ngén
ngt ty nhién (NLP), ty (computer vi sion) va robot hoc (robotics). Trong
do, khoa hoc dit liéu & thu thap va phan tich lugng 16n dir li¢u

d6 cung cap dau vao oc may. Mdy hoc va hoc siu 1

giap hé théng Al hoc liéu mdt cach tu dong, phat hiénuy luat, dua ra du
doan hodc phan loai cinh dit liéu phirc tap ma con nguoi kho na

Al khong chi gi6i haly thong tin hay tu dong hoa cac cong doan k¥

thuat, ma con tién xa Ind phong cac nang luc tu duy ¢ 01 —

tur viéc hiéu dugc van i tu nhién, dén viéc ra quyét dinh trong cé

H¢ thong giam sit va t6i-hong
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huéng phtic tap va thay doi lién tuc. Nho vy, Al duge ung dung rong rii trong
nhiéu linh vuc nhu: y té (hd trg chan doan, phan tich hinh anh y khoa), tai chinh
(phan tich tin dung, du bao thi truong), cong nghiép (giam sat quy trinh san xuat,
phat hién sy cd som), giao duc (thiét ké chuong trinh hoc ca nhan hoa, tr¢g giang
40), giao thong (phat trién xe tu 14i, téi vu hoa diéu phdi), va ca trong nghé thuat,
giai tri, truyén thong sb.

Trong tuwong lai gan, Al duoc xem 1a mot trong nhirng dong lyc chinh thuc day qua
trinh chuyén doi sé toan dién & ca cap d6 doanh nghiép va qudc gia. Cac hé théng
thong minh s& khong chi thay thé con nguoi trong nhimg cong viée lip lai, ma con
hd tro tdi uu hoa qué trinh ra quyét dinh — nhanh hon, chinh x4c hon va phu hop
hon v6i méi trudng bién dong hién nay. Khi két hop véi cac cong nghé nhu Internet
van vat (IoT), dién toan ddm may va blockchain, Al s€ mo ra nhiéu hudng phat
trién méi, gop phan xay dung mot hé sinh thai s6 hiéu qua, thong minh va c6 kha

nang thich trng cao trong tuong lai.
2.3.1 Cac cong nghé Al noi bat

May hoc 13 k¥ thudt cho phép hé thdng tu dong xay dung cac mé hinh phan tich tir
dir liéu, ma khong can 1ap trinh rd rang ting budc. Pay 1a mot nhanh cua tri tué
nhan tao (AI), hoat dong dua trén nguyén 1y rang may tinh c6 thé tu hoc tir dit liéu,
nhan dién mau va dua ra quyét dinh ma khong can lap trinh 16 rang cho ting tinh
hubng. Néu Al 13 linh vuc bao quat nhim mé phoéng tri tué con ngudi, thi may hoc
chinh 12 nén tang cdt 161 gitip hién thyc hoa kha ning hoc hoi va thich nghi ciia may
moc.

Hoc sau 1a mot nhanh nang cao ciia may hoc, cho phép may tinh thuc hién cac tac
vu phirc tap gidng nhu con ngudi, nhu nhan dang tiéng noi, phan tich hinh anh hosc
du doan xu hudéng. Khac voi phuong phap truyén théng xir 1y dir liéu theo cong
thire dinh sin, hoc siu xay dung cac ting xur Iy thong tin (layers) ma trong d6 may
tu hoc bang cach kham pha mau dir liéu lap di lap lai. Hé thong cang c6 nhiéu tang,

kha nang hoc va suy luan cang hi¢u qua.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Xur Iy ngon nglr tu nhién (NLP) 1a mot nhénh cua tri tu¢ nhan tao cho phép may tinh
hiéu, dién giai va tuong tac véi ngdn ngit con ngudi mot cach tu nhién. Nhd vao
NLP, may c6 thé phan tich van ban, nhan dién giong nodi, cam xuc va trich xuét
thong tin quan trong tir hoi thoai hodc tai liéu. Diéu nay giup thu hep khoang cach
trong giao tiép gitta con ngudi va may moc, lam cho sy twong tac tré nén muot ma
va hiéu qua hon.

Thi gidc may tinh 1a mét linh vyc cua tri tu¢ nhan tao gip may tinh c6 kha nang
“nhin thiy” va hiéu duoc hinh anh, video tir thé gi6i thuc thong qua camera hoic
cam bién. Béng cach st dung cac thuat toan hoc sau, hé théng c6 thé nhan dang,
phan loai va phan tich doi tuong hodc hanh dong mot cach chinh xac. Cong nghé
nay dugc tmg dung rong rai trong nhiéu linh vyc nhu nhan dién khuén mit, xe tu
141, giam sét an ninh, y hoc chan doan hinh dnh va thé thao. Trong nhiéu tinh huéng,
d6 chinh xac va toc d6 xir 1y cia thi gidc may tinh di vuot qua con nguoi.

Chung gitp tu dong hoa, nang cao d6 chinh xac va t6i wu hoa hiéu suit hé thong. Al
tiép tuc 1a nén tang then chdt trong qua trinh chuyén dbi sé va déi méi cong nghé

toan cau.
2.3.2 Ung dung tri tu¢ nhén tao AI

Tri tué nhan tao (AI) dang dan tr& thanh céng nghé cbt 15i trong nhiéu linh vuec,
dong vai tro quan trong trong viéc ning cao ning suit, cai thién quy trinh va thuc
day d6i méi. Trong nganh y té, AI hd trg bac si phan tich hinh anh chan doan, doc
va xtr Iy dir liéu hd so bénh an, du doan nguy co bénh 1y va dua ra phuong phap
diéu tri phu hop véi timg ca nhan. Bén canh dé, cac hé thdng Al théng minh con
déng vai trd quan trong trong viéc theo ddi strc khoe tir xa, hd trog phat hién sém céc
dau hiéu bat thuong va giam tai cho cic co sd y té truyén thong. Trong linh vuc
giao duc, Al dugc ung dung dé xay dung 16 trinh hoc tp cé nhan hoa, phu hop véi
nang lyc va nhu ciu cta timg hoc sinh. Pong thoi, cac trg 1y hoc tip o giup ngudi
hoc d& dang tiép can kién thtrc, nhan duoc hd tro tirc thdi va duy tri qué trinh hoc

tap hiéu qua hon du & bat ky dau, bat ky lic ndo. Nganh tai chinh ciing dang khai
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thac Al dé phat hién gian lan trong giao dich, phan tich hanh vi tiéu dung, danh gia
tin dung va tuy dong hoa céc hoat dong dau tu nho vao kha nang xu ly dir li¢u theo
thoi gian thyc. Trong linh vuc cong nghi¢p, Al dong vai trd quan trong trong viéc
giam sat tinh trang hoat dong cua thiét bi, du doan su cd dé béo tri kip thoi, tu dong
hoa quy trinh san xudt va kiém tra cht luong san pham thong qua thi gidc may tinh.
Nho d6, hiéu suit van hanh va do chinh x4c trong san xuit duoc ning cao, dong
thoi giam thiéu sai sot va chi phi.

Con trong ndng nghiép, Al dugc tng dung dé theo di tinh hinh mua vy, phan tich
dir li€éu moi trudong thu thap tir cdc cam bién, nhan dién sém cac loai sdu bénh va
diéu khién hé thdng tudi tiéu mot cach thong minh. Didu nay khong chi giup tdi wu
hoa viéc st dung tai nguyén ma con goép phan nang cao ning suit va chat luong
nong san. Linh vyc giao thong — van tai dang dugc cai thién rd rét nho ung dung tri
tué nhan tao. Cac cong nghé nhu xe tu hanh, hé théng diéu phdi giao thong thong
minh, phan tich dir liéu giao thong thoi gian thuc gitp tdi vu hoa tuyén duong di
chuyén va giam thiéu un tic, tai nan. Ngoai ra, Al con hd trg trong viéc giam sat an

toan bang camera va cam bién, nang cao hi¢u qua quan ly ha tang giao thong.

Trong thuong mai dién tir va marketing s0, Al mang lai trai nghiém mua sim ca
nhan hoa cho nguoi ding bang cach phéan tich hanh vi tiéu dung va dé xut san
pham phu hop. Céc chatbot thong minh hd trg cham séc khach hang 24/7, trong khi
cac thuat toan hoc mdy gitip doanh nghiép tdi wu hoa cac chién dich quang co,
nang cao hiéu qua tiép can va gilt chan khach hang. Bén canh do, linh vuc an ninh —
qudc phong ciing dang tng dung Al trong viéc giam sat khu vuc, phat hién nguy co
tiém an, Al ciling dong vai trd quan trong trong viéc xtr 1y hinh anh tir vé tinh, gitp
phan tich dir li¢u dia 1y, gidm sat thién tai, theo doi moi truong va hd tro ra quyét
dinh kip thoi trong cac tinh hudng khan cap nhu chay ring, 1i lut hay sat 16 dat.

Trong linh vyc nang luong, tri tu¢ nhan tao gop phén vao viéc van hanh cac hé

thong dién thong minh (smart grid), du doan chinh xac nhu cau tiéu thu, toi wu hoa
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phan phbi va stir dung gudn ning luong, dic biét 1

nhu dién mat troi va d

Véi téc d6 phat trién hanh chong cung kha ning Gng dung sa
nganh, Al dang tro th thic ddy qua trinh chuy

trién bén virng trén toc

2.4 Mo hinh Prophet

PRCPHET

Hinh 2.5 M6 hinh Prophet
Trong bdi canh cong at trién vuot bac, kha nang du doén xu |
lai tir dir liéu lich str & thanh mét trong nhitng loi thé cbt 1
lidu, voi tng dung ror khip tir du bao thoi tiét, hiéu suét cd jiéu, xu huéng thoi
trang trong thuong maan sém bénh 1y trong y té. Trong sb cac
k¥ thuat hd tro cho ka ning nay, du bao chudi thoi gian don
nhung ciing 14 mot qu tap ké ca d6i voi nhing nguoi nhiéu kinh
nghiém. Nhiam don @ng héa quy trinh nay, Meta (tr
Facebook) da phat tri¢ — mot thu vién mi bang
Python, do Sean J. Taylor va Ben Letham xdy dung. N6 mang
rang, cy thé vé xu hudt mua vu cua dit liéu gop phan cach man;
linh vic phan tich dudoan. Prophet duoc thiét ké dé dé dung

chuyén, két hop mo én théng va hoc mdy hién dai. So véi
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Prophet dé cdu hinh hon, xur 1y t6t mua vu, dir liéu thiéu va ngoai 18, mang lai dy
bao hiéu qua ma khong can kién thire thong ké sau. Prophet sir dung md hinh cong
dé phan ra chudi thoi gian thanh ba thanh phan: xu hudng (trend) biéu thi bién dong
dai han cua dir li¢u, mua vu (seasonality) phan anh cac bién dong theo chu ky dugc
tich hop nham ting do chinh x4ac. Chudi thoi gian, vé ban chit, 1a tap hop dit liéu
sép Xép theo thoi gian, moi diém dit liéu dai dién cho mot thoi khic cu thé va
thuong chiu anh hudng cia xu huéng, mua vu va cac su kién (nhiéu). Trudc day,
cac md hinh nhu ARIMA 14 Iya chon phd bién nhung yéu cau kién thirc thong ké
sau rong. T nam 2017, vé6i su ra doi ciia Facebook Prophet, viéc du bao chudi thoi
gian d3 trd nén don gian, d& tiép can va hiéu qua hon bao gio hét, tao ra tiém ning

tiép can nhiéu linh vuc méi.
2.4.1 Cach thirc hoat dong cua Prophet

M6 hinh nay hoat dong theo 3 phan doan chinh va dugc td chirc vo cung logic, tinh
ty dong hoa cao, giup ngudi sit dung dé xach dinh dugc du doan chinh xac ma
khong doi hoi hay yéu cau cao vé théng ké.Giai doan tién xur 1y dir lidu day 1a budc
nén tang, noi dit li¢u tho duoc chuin bi sin sang cho qué trinh m6 hinh héa. Mot
trong nhitng vu diém vuot troi cua Prophet 13 kha ning ty dong xir 1y cac van dé
pho bién cua dir lidu chudi thoi gian:

Xt 1y gia tri thiéu (Missing Values): Trong thuc té, dit liéu s& khong hoan hao.
Prophet c6 kha ning tu dong noi suy (interpolate) cac gia tri bi thiéu bang cach st
dung cac phuong phap phu hop, dadm bao chudi thdi gian lién tuc va khong bi gian
doan. Nho d6 gitip tranh loai bo nham dit liéu quan trong hodc mat thoi gian ghi thi
cong.

Prophet c6 kha ning xir Iy tot cac gia tri bat thuong va ngoai lai trong chudi thoi
gian, nho thiét ké linh hoat gitip giam anh huéng cta nhitng diém dir lidu sai léch
dén két qua du bao. Thay vi loai bo chung mot cach cing nhéc, Prophet ¢ ging
giam thiéu anh hudng ctia chiing dén viéc udc luong xu hudng va tinh thoi vu, gitp

mo hinh manh m¢ hon.
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Nho vao kha ning tu dong von cb, nguoi sir dung khong can phai chuan bi va 1am
sach dir liéu dau vao thi cong, von thuong ton nhiéu thoi gian va doi hoi ky niang
chuyén mon. Nho d6 cho phép tap trung sdu hon vé viéc hiéu cac mau hinh anh va
dic diém cua chudi thoi gian nén s& dua ra cic quyét dinh kinh doanh hodc phin
tich hi€éu qua hon.

Giai doan udc lugng mo hinh thuc hién sau khi dir li¢u da dugc lam sach va chuan
bi, Prophet tién hanh x4y dung mé hinh du doan. Tai day n6 sé& tap trung phan tach
va udc luong timg phan cta chudi thoi gian & timg thoi diém quan sat. Xu huéng
(Trend), Prophet xac dinh chiéu dai cta dit liéu du 6n dinh, ting hodc giam. N6
khong nhirng 12 mot duong thang ma con cé thé ty dong tim ra nhiing diém ma xu
huéng thay ddi (changepoints). DAy 1a nhitng thoi diém ma téc do ting trudng hoic
suy giam ctia chudi thoi gian c6 thé dot ngdt thay doi (vd: khiing hodng kinh té hay
ra mat mot san pham nao d6). Nho viée cho phép xu hudng thay doi tai cac diém
d6, Prophet c6 thé mo hinh héa duoc dién bién cua dir liéu. Tinh dén Tinh Thoi vu
(Seasonality), ddy 1a nhitng bién dong lip di lip lai theo mét chu ky nhat dinh. M6

hinh nay vo cung nhay trong viéc mo hinh hoa céc loai dit liéu co tinh thoi vu khac

nhau.
Bdng 2.2 Bdc diém ciia mé hinhProphet
Thoi vu Dic diém
Hang ngay (Daily) Néu dir liéu c6 d6 phan giai theo gior hodc phit

Hang tuan (Weekly) Bién dong theo cac ngdy trong tuan

Hang thang (Monthly) | Bién dong theo cac thang trong nim

Hang nam (Yearly) Bién dong theo cac mua hodc su kién lap lai hang nim

Tuy chinh (Custom) Cho phép nguoi str dung dinh nghia cac chu ky thoi vu
riéng néu dir liéu c6 mau hinh lap lai theo mot khoang

thoi gian ddc biét nao do

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Giai doan dy bao thuc hién sau khi cic thanh phan xu hudng va tinh thoi vu da
dugc udc luong mot cach chinh xac, Prophet s€ st dung chiing dé tao ra du bao cho
giai doan twong lai mong muén.

Tao ra tuong lai (Future Forecasts) thong qua mau hinh ma né hoc dugc tir cac dir
lidu tong qua khir, Prophet s& ngoai suy cc thanh phan nay vao tuong lai. N6 cong
téng cac thanh phan di wdc lugng (xu huéng, tinh thoi vy, ngay 18) dé tao ra du
doan cudi ciing cho timg thoi diém trong giai doan du bao.

Khoang tin cdy (Confidence Intervals) Prophet khong chi dwa ra mot diém du bao
duy nhat ma con cung cap khoang tin cdy (uncertainty intervals). Vi vay n6 cho biét
duoc khoang ma gia tri thuc c6 thé nam bén trong d6, giup cho ngudi su dung suy
luan dugc muirc do tin cdy cua dy bdo. Cac khoang nay cé thé duoc diéu chinh dé
phan anh murc d6 bién dong trong dit liéu lich sir va muirc d6 tin cdy mong mubn cia

du doan.
2.5 Mo hinh Isolation Forest

Isolation Forest 1a mot thuat todn hoc may khong gidm sat (unsupervised learning)
duoc dung dé phat hién nhimg dir liéu hay diém dir liéu khong binh thudng
(anomaly detection). IF xuét hién lan dau tién nim 2008 bai Fei Tony Liu va cac
cong su. Khac voi nhiéu phuong phép truyén thong cd ging mé hinh hoa hanh vi
"binh thudng", Isolation Forest tiép can bai toan bang cach tim cach ¢ 1ap cac diém
dir liéu la — von thuong xuit hién voi tan sudt thap va cé gia tri khac biét so véi

phan 16n dir liéu con lai.
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|solation

Forest

Hinh 2.6 M6 hinh Isolation Forest
Thuat toan ding cau t — twong tu cdy quyét ang khéc biét
& chd khong dung nhi chi danh gia nhu do tinh khiét. Thay vao do,
mdi cdy trong rimg ¢oc xdy dung bang cach chon ngiu nh
(feature), sau d6 chon . tri nam trong khoang giira gia tri nho nh:
va 16n nhat cua dic tr do dé thuc hién phép chia tach. Qua tr tuc
duoc 1ap lai dé quy chtén khi khong thé chia nhé thém dugc.
Do céac diém bat thud biét so véi dit liéu chung, chung th
bi ¢6 lap chi sau vai bai, cac diém binh thudng th
budc phan tach hon d ap hoan toan. Dya vao d¢ dai du
gbc dén 14 trong nhiéicay, thuat toan s& tinh toan mot diém bat thudng (anomaly
score). Nhitng diém c¢ong di ngin thuong duoc danh gia 1
Isolation Forest c6 nhiéu wu diém ndi bat: hiéu suét tinh toancao, thoi gian chay
tuyén tinh theo s6 luolung thap, va dic biét 1
dir liéu hodc gia dinh han phdi xac suat. Thudt toan nay rat ph
cac hanh vi bt thudn gian 1an tai chinh, 15, hodc su cb

hé théng, va cling hoaia trén ca tap dir liéu 16n 1an nho.
2.5.1 Ung dung ciia Isolation Forest

IF 12 mot trong nhitngoan phat hién bat thuong (anomaly detect

va dugc dung rong ra ¢ biét trong cac tinhiinh
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nhirg mAau dit liéu hiém gip hodc c6 hanh vi khong tuan theo quy ludt chung. Vi du
nhu ing dung trong phat hién gian lan giao dich thé tin dung.

Trong tai chinh, da sb giao dich 1a binh thudng, trong khi giao dich gian 1an rat it va
thuong co diu hiéu bat thuong nhu: dia diém la, s tién cao dot ngdt, hodc thoi
diém mua hang khac véi théi quen nguoi dung. Piéu nay khién cac giao dich gian
lan tr& thanh "di thudng" trong tong thé dir liéu — rat phu hop voi nguyén 1y hoat
dong cua Isolation Forest.

Khong giéng nhu nhiéu thuét toan hoc may yéu cau dit liéu c6 nhin dé hoc cac mau
gian 1an, Isolation Forest hoat dong ma khong can thong tin nhin trudc d6. Thay
vao d6, nd sir dung co ché co 1ap dir liéu bang cach xay dung cac cdy phan tach
ngau nhién (Isolation Trees) nham phat hién ra cac diém c6 hanh vi khac biét. Néu
mot giao dich bi ¢ 1ap sau rét it 1an chia tach (ttc c6 duong di nga‘in tur géc dén 1a),
thuat toan s€ gan cho no diém bat thuong cao, thé hién kha nang do6 1a mdt giao dich
gian lan.

Vi khong can dit liéu duoc gan nhan trudc va co thé 1am viéc tot v6i khoi luong dir
liéu 16n, Isolation Forest rat phu hop cho cac hé¢ théng te dong phat hién gian lan
ma khong can con ngudi phai huan luyén mé hinh.

Bang 2.3Churc nang cua mo hinh Isolation Forest

Linh vuc Chtrc nang

Phat hién xa4m nhdp hé | Phat hién cc hoat dong truy cip mang bat thudng.
thng mang  (intrusion

detection)

Phén tich dit liéu cam bién | Tim cac gia tri bat thudng trong dit liéu thu thap tir

IoT thiét bi thong minh.

Giam sat thiét bi cong | Phat hién sém cic dau hiéu 16i hodc hong hoc may

nghi¢p moc qua dit liéu van hanh.

Phan tich hanh vi ngudi | Nhan dién hanh vi bat thuong trén cac hé thong

dung truc tuyén nhu thuong mai dién tir, mang xa hoi.

Phat hién 16i dit liéu (data | Xac dinh nhiing dong dir liéu sai 1éch, nhiéu, hay

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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quality issues)

16i nhap liéu trong kho dir liéu 1.

2.6 H¢ diéu hanh Ub

¢ )

Ubuntu

Hinh 2.7 Hé diéu hanh Ubuntu

Ubuntu 1a moét hé diéuanh ma nguén mo dugc phat trién duya tr

hudng dén viéc cung o cho nguoi dung mot moi trudng st dung

than thién. Hé diéu haLtd., mot cong ty cong nghé co tru so tai

Anh, duy tri va phat trién. Ubuntu dugc phat hanh mién phi vé

gdm phién ban danh cin, may chi va ca thiét bi di dong.

Bdng 2.4Tinh néing noi béc ciia Ubuntu

Tinh nang

Chi tiét

Thuora huong tinh
ning ndi bat cua

Linux

Phat trién trén nén Linux, Ubuntu khai tié
manh cta hé diéu hanh nay, bao gém tinh
chinh hi¢u nang, tbc d6 van hanh an tuon

mat kién co chong lai cac ma doc hay phan

H6 tr¢ nguoi
dung trong viéc

cai dat

Nguoi str dung c6 thé dung dia chay truct  (Live CD hodc
USB). Thong qua trinh cai dat Ubiquity, nguoi st dung cé
thé dua ra quyét dinh cai dat HDH Ién r

khong. Bén canh d6, nguoi dung hé dié

cig c6 thé phan ving lai 6 ctng dé cai sountu va

co the dé dang g& cai ddt néu khong con nk

H¢ thong giam sit va t6i-hong
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Giao dién Ubuntu duoc trién khai giao dién do hoa 1ity, day la thiét
kdé t6i wu hoa khong gian hién thi clingnhu ning cao trai

nghiém nguoi dung mot cach hiéu qua va t

Ung dung Ubuntu dugc phan phdi cing nhiéu phan 1

nhu Firefox, LibreOffice va trinh tai torsmission.

Ngoai ra, Ubuntu con cung cip mot kho | freegitp
nguoi dung dé dang tim kiém, cai dit va quan Iy phan mém

theo nhu cau.

2.7 Phan mém Dock

Hinh 2.8 Phan mém Docker

Docker 1a nén tang m déng goi va trién khai (mg dung trong

cac container — méi truong cach ly giup dam bao tinh nhat quary trén nhiéu

hé thdng khac nhau. 13i container chira toan b ng dung cun

céu hinh va méi trudny ing dung ludn chay 6n dinh d 1

& ddu — tir may ca nhé dén may chu hay cloud.

Khac véi viée cai dat pm tha cong, Docker cho phép tao cac image — ban sao
hoan chinh cua tng ¢ — tr d6 sinh ra cac container doc lip, gon nhe va nhat
quan. Piéu nay giup kphd bién “chay dugc trén may toi, nhuny

chay ¢ noi khac”.

H¢ thong giam sit va t6i-hong
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Trong d0 an nay, Docker dugc dung dé trién khai cac thanh phan nhu MQTT

Broker, Node-RED, InfluxDB, Grafana, Home Assistant,... Mdi dich vu chay trong

mot container riéng biét, gitp viéc quan 1y, cap nhat va mé rong dé dang hon, dong

thoi gidm rai ro xung dot gitra cac phan mém.

Nho co ché chia s¢ nhan hé diéu hanh, container sur dung it tai nguyén hon so véi

may 40 truyén thdng nhung vin dam bao cach ly tot. Diéu nay mang lai hiéu qua

cao trong trién khai cac hé thong gidm sat va diéu khién thong minh nhu trong dé

tai.

2.7.1 Cac khai niém lién quan

Bang 2.5 Cac khai niém lién quan Docker

Khai niém No6i dung

Docker La cong cu dong goi ing dung va thanh phan chinh ciia Docker

Engine

Docker Hub | BPuoc vi nhu “GitHub danh cho Docker images”, noi chira hang
ngan image cong khai do cong dong chia sé. Ngudi ding chi can
pull image vé va cdu hinh theo nhu cau 1a c6 thé sir dung ngay, gitip
trién khai nhanh chong va tién loi.

Container La mdt phién ban dang chay (instance) ciia mgt image. Nguoi dung
c6 thé tao, khoi dong, dimg, di chuyén hodc x6a container thong
qua Docker CLI hodac Docker API

Docker La mot cong cu quan trong gitip nguoi st dung giao tiép voi Docker

Client host

Docker Xt 1y yéu cau tir Client qua REST API va quan 1y cac doi tuong

Daemon Docker; c6 thé giao tiép v6i daemon khac dé diéu phdi service.

Dockerfile Mot tap tin bao gom cac chi dan dé build mot image

Docker Phan dit liéu duoc tao ra khi container duoc khoi tao

Volumes

Docker Tap hop cac Docker Images cung tén nhung khéic tags. VD:

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Repository golang:1.11-alpine
Docker Cho phép két ndi cac container lai voi nhau. Kady c6 thé trén
Networking | 1 host hoac nhiéu host
Docker Cong cu giup chay tmng dung goém nhiéu cor mot cach dé
Compose dang. Ta ciu hinh moi thir trong file docker-compose.yml dé tai sir
dung 3 quan 1y thuan tién. Docker Compose san cung
Docker.
Docker Phoi hp trién khai container
Swarm
Docker Container duoc trién khai trong méi trudng pro MBbi service
Services chi ch: tr mQt image, nhung dinh nghia céch ch

port nao, chay bao nhiéu ban sao container dé d

kha ng mo rong.

2.8 Phin mém Homssistant

A Home Assistant

Hinh 2.9 Phan mém Home Assistant

Home Assistant, con goi 1a HA hoac HASS, 1a mdt nén tang m

quan 1y nha thong minat trién bang ngdn ngit 14p trinh Python.

nay co thé hoat dongu hé diéu hanh khac nhau va cho phép 1

dung

diéu khién thiét bj thig minh thong qua giao dién web hodc Gmg dung trén dién

thoai. Home Assistantin ¢6 hai phién ban chinh, trong d6 “Hom

H¢ thong giam sit va t6i-hong
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1a phién ban cdt 151, c6 thé cai dit nhu mot phan mém thong thudng trén cac hé diéu
hanh pho bién.

“Home Assistant OS” két hop giita “Home Assistant Core” va cac cong cu khéc.
Phién ban nay c6 thé cai dit 1én mot chiéc may tinh nhu Raspberry Pi, may ao. Khi
duoc cai dat 1én mot thiét bi, ca hai phién ban cia Home Assistant s& bién thiét bi
d6 thanh mot hub trung tdm, cho phép két ndi va didu khién cac thiét bj nha thong
minh. Vai tro ndy tuong tu nhu Gateway trong h¢ sinh thai Xiaomi, Aqara, hay hub
téng ciia Samsung SmartThings. La phan mém ma ngudn mé duge hd tro bsi cong
ddng k¥ su va lap trinh vién toan cau, Home Assistant twong thich voi hau hét cac
thiét bj nha théng minh, md ra kha nang két ndi linh hoat va da dang. Du st dung
phién ban nao, ngudi dung ciing can cai dit Home Assistant trude. Sau do, hé thong
s& tur dong quét cac thiét bi co san va cho phép ngudi ding cau hinh dé chiung hoat
ddng theo nhu ciu c4 nhan.

Nhu vay, néu xét vé su tién loi va trién khai nhanh chong, cac nén tang nha thong
minh phd bién c6 phan vuot tréi. Tuy nhién, Home Assistant lai ndi bat & kha ning

diéu khién trong mang ndi bd va murc do tiy bién cao
2.8.1 Ung dung ciia Home Assistant

Home Assistant hoat dong nhu mot hub tong diéu khién nha thong minh, cho phép
ngudi dung thiét 14p cac ngir canh dé ty dong hoa cac tic vu — tir don gian dén
phuc tap. N6 déng vai tro 1a ciu nbi giira cac thiét bi st dung nhiéu cong nghé IoT
khéc nhau, mang dén su linh hoat va kiém soat toan dién cho hé théng nha thong
minh.

Nén tang nha thong minh mi nguon mé nay cho phép luu trit dit liéu tai chd (On-
Premises), giup ting cuong tinh riéng tu va an toan ma khong phu thudc vao nén
tang ddm may. Home Assistant co thé két ndi cac thiét bi ndi bo hodc tich hop véi
cac dich vu dam mAy tir cac nha cung cp nén tang nha théng minh, du 1a mi ngudn

mo hay dong.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Bén canh d6, Home 2nt hd trg nhiéu thanh phﬁ n tich hg dang add -on
hoic plugin), cho phégét ndi véi cac hé sinh thai IoT phd bién nhu Google, Apple,
Amazon, cling nhu caét bi nhu Philips, Xiaomi...

Thay vi phai cai dat o tung hang, Home Assistant giup t g
quan 1y tat ca thiét bi >ng minh trong mot nén tang duy nhat. Diéu nay khong chi
gitip d& dang diéu khidiéu kién dé thiét 1ap cac ngit canh linh

cho phép cac thiét bi ping voi nhau.

Viéc diéu khién thongua mét “mdy ¢ hu” ndi bo giup tdng tih bdo mat cho ngdi
nha va dir liéu ca nhi thoi, trong truong hop mat két ndi Inte — diéu
thuong anh huong déiphu thudec may chi dit ¢ n — Home
Assistant van hoat don trong mang cuc bo.

Nguoi dung cé thé diaa théng minh bang giong néi théng qua

ao nhu Google Assistyac Amazon Alexa. Tuy nhién, do tinh n

tiy bién cao, Home A1t khong han phu hop véi tit ca moi ng

va st dung doi hoi ng 1 dung co kién thirc nhét dinh vé hé thrinh, dic

biét 1a khi cai dit Hore trén cac hé diéu hanh nhu Windows

Mac, hodc khi can tuyt Python.

Du viy, cong dong HAssistant rat dong dao va nhiét tinh, nén i dung van

c6 thé dé dang hoc hoin dé trong qua trinh sir dung.

2.9 Phin mém Node-Red

Node-RED

Server & Client

=

Node-RED

Hinh 2.10 Phan mém Node-Red

Node-RED 1a mét congudn mé, truc quan, gitp xay dung lu

(workflow) va tng dii. N6 cung cip giao dién d6 hoa tr nh duyét web,

H¢ thong giam sit va t6i-hong
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cho phép nguoi dung dé dang kéo — tha va két ndi cac nut (node) dé xur 1y dir liéu,
diéu khién thiét bi hoic tich hop véi cac dich vu khac nhau.

Node-RED 14 cong cu ma nguén mo dugc phat trién trén nén tang Node.js, sir dung
giao dién dd hoa tryc quan qua trinh duyét. Ngudi dung c6 thé kéo — tha cac nut tir
thu vién dé xay dung luéng xur 1y, thue hién cac tdc vu nhu xu 1y dir ligu, két ndi vai
dich vu web, co s¢ dit lidu, thiét bi IoT...

Véi cong dong rong 16n va nhidu goi mé rong, Node-RED hd tro két ndi cac nén
tang phd bién nhu MQTT, HTTP, MySQL, MongoDB, Raspberry Pi, Arduino...
Cong cu nay rat linh hoat, phit hgp cho phat trién tng dung IoT, tu dong hoa va
quan 1y dir liu.

Bdng 2.6Uu diém ciia Node-Red

Uu diém Noi dung

Giao dién truc quan Cung cap mdt giao dién d6 hoa dé st dung dua trén
trinh duyét web. Ngudi dung co thé dé& dang kéo va
tha cac nut dé xay dung va két ndi cac ludng xtr Iy dir

liéu mot cach tryc quan, khong can viét ma phuc tap.

Céc nut va luong da dang | Cung cap mot giao dién do hoa dé st dung dya trén
trinh duyét web. Nguoi dung c6 thé dé dang kéo va
tha cac nit dé xay dung va két ndi cac ludng xir 1y dix

liéu mot cach truc quan, khong can viét ma phuc tap.

Tich hop [oT Puoc phat trién dic biét cho viéc xay dung tmg dung
IoT. Ta c6 thé tuong tic v&i cac thiét bi nhu
Raspberry Pi, Arduino, cic cam bién va cic nén tang
IoT khac. Node-RED hd trg cac nut va giao thitc nhu
MQTT, CoAP, Modbus dé két ndi va thu thap dir liéu

tir cac thiét bi ToT mot cach hiéu qua.

Xur ly dir li¢u linh hoat Ta co6 thé dung cac nit co san trong Node-RED dé
thuc hién cac tic vu nhu chuyén d6i dinh dang, phan

tich van ban, tinh toan, luu trir va déng b dir licu.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Giao tiép thoi gian thyc HO trg giao tiép thoi gian thuc va kha nang phét hién
su kién. Ta c6 thé tao cac luéng lam viéc dé theo doi,

giam st va phan ung

Tich hop dich vu web Cho phép Ta twong tac voi cac dich vu web phd bién
nhu Twitter, Facebook, Dropbox va nhiéu dich vu
khac. Ta c6 thé giri yéu cau API, nhan dit lidu tir cac

dich vu nay va thyc hién cac hanh dong li€n quan.

2.9.1 Ung dung ciia Node-red

Node-RED [a mot cong cu manh mé dé x4y dung cac ung dung IoT. Ta co thé sir
dung Node-RED dé két ndi, thu thap dir liéu va diéu khién cac thiét bj IoT nhu cam
bién, bo diéu khién va thiét bi mang. Ta cling co thé tao cac lu6ng lam viée dé xur ly
dir liéu, giam sat va phan Gng ddi vai su kién tir cc thiét bi [oT.

Node-RED cho phép Ta tir dong héa céc quy trinh va cong viéc. Ta c6 thé xay dung
cac luéng lam viéc dé thuc hién cac nhiém vu nhu quan ly lich trinh, giri thong bao,
xu ly dir li€u, twong tac voi hé théng va dich vu khac. Node-RED giup giam thiéu
cong strc va thoi gian 1am viée can thiét cho cac quy trinh ty dong.

Node-RED hd trg xir 1y dir liéu va tich hop hé thong thong qua cac nut gitip chuyén
ddi dinh dang, tinh toén, luu trit, cling nhu két ndi voi co so dit liéu, teép, giao thuc
web, API va cac dich vu ddm may.

Node-RED cho phép Ta xdy dung cic bang diéu khién (dashboard) va giao dién
ngudi ding dé gidm sat va quan 1y cac quy trinh, dit liéu va thiét bi. Ta co thé tao
cac trang web tuong tac, biéu dd, bang va cac yéu td truc quan khac dé hién thi
thong tin va diéu khién hoat dong cta hé thong.

Node-RED h tr¢ phan tich dir liéu va Al thong qua tich hop véi cac thu vién nhu
TensorFlow va Node.js Machine Learning, cho phép xay dung moé hinh, phan loai
d@r liéu va nhan dang hinh anh mét cach truc quan.

Node-RED 1a nén tang tryc quan manh mé giup xay dung cac ludng diéu khién IoT

mot cach nhanh chong va dé dang, thuén ti¢n cho x1r Iy dit li€u tho1 gian thuc.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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2.10 Co sé dir liéu IDB

&) influxdb

Hinh 2.11 Phdan mém InfluxDB
InfluxDB 1a mét hé thr s¢ dir liéu duoc phat trién boi InfluxDat
InfluxDB 12 mi ngudr s dung mién phi. Phi
Enterprise cung cAp c:tri va kiém soat truy cap dic biét cho kh:
hang doanh nghi¢p, vay chu trong mang doanh nghiép. Ngo
ra, phién ban InfluxDB 2.0 mdi hoat dong nhu mot dich vu .
chinh véi giao dién ngi dung dua trén web dé thu thap va truc g
Hé thong quan 1y co stoc viét bang ngdn ngir 1ap tr
Google , con duogc ¢ Phién ban dau tién cue
InfluxQL, mot ngdn ndo InfluxData phat trién, cho cic truy van co s
dir liéu bén ngoai.
InfluxDB 2.0 dugc vin nglt méi c6 tén la Flux , du
phat hanh trén GitHub du¢i dang mot du 4n ma nguén mo. L cap nhat
trén GitHub boi cic nhm viée véi dit liéu chudi thoi gian. Flux
ngodn ngir doc 1ap dan chudi thoi gian (TSDB). N6 ¢6 thé d
st dung v6i InfluxDBphién ban 1.7 trg 1én, doc 1ap hod c voi ¢o dit li€u ctia bén
thr ba.
Flux dugc t6i uu hoa (mh ETL (trich xuat, chuyén doi, tai) trong
dir liéu va khong twondi ngdn ngit truy van InfluxQL d
Tuy nhién, InfluxData dang 1én ké hoach chuyén d6i cho cac khach hang hién tai dé

dich ma InfluxQL san;

H¢ thong giam sit va t6i-hong
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Ct phap Flux dua trén JavaScript, d& hoc va linh hoat. Mot diém manh caa Flux 1a
kha ning tich hop nhiéu ngudn dir liéu khac nhau thong qua API cta bén thi ba. Do
d6, Flux twong thich véi cac cong cu phan tich nhu Jupyter . Giao dién trao doi dir
liéu Apache Arrow cho phép giao tiép véi cac hé théng khac va tich hop trong moi
truong dir licu 16n.

InfluxDB 1y tudéng cho co s& dit liéu chudi thoi gian (TSDB), noi luu trit chudi thoi
gian . Céac co s¢ dir li¢u nay dugc su dung, cung véi nhitng muc dich khac, dé luu
trir va phan tich dit liéu cam bién hodc giao thirc c6 diu thoi gian trong mot khoang
thoi gian nhét dinh. Vi du: cac thiét bi Internet van vat (IoT) hoac thiét bi do luong
khoa hoc cung cép hang tri¢u tap dir liéu dau vao trong mot luéng dir 11éu lién tuc.
Dit liéu nay phai duoc xtr Iy nhanh chong khi dén co s& dit liéu. Vi 1y do nay,
InfluxDB tich hop san dich vu thoi gian sir dung Giao thirc Thoi gian Mang (NTP)

dé dam bao dong bo hoa thoi gian gitra tit ca cac hé thong.
2.10.1 Uu diém ciia InfluxDB

So v6i cac co s¢ dir liéu quan hé thong thuong, cdc TSDB nhu InfluxDB mang lai
loi thé 16 rang vé tc d6 khi luu trir va xtr 1y dit liéu do ludng c6 diu thoi gian. Mot
hé quan tri co s¢ dir ligu truyén théng s& cham lai khi td chirc cac chi muc phtc tap,
vbn khong dugc st dung trong linh vuc tng dung nay. InfluxDB duy tri toc do ghi
cao 6n dinh nho sir dung ciu trac chi myc don gian va hiéu qua. Khong giéng nhur
phién ban 1.x, InfluxDB Cloud 2.0 méi cia InfluxData 1a mot giai phap ddm may
c6 thé chay trén Amazon Web Services (AWS), Google Cloud Platform (GCP) hoic
Microsoft Azure. Vi dién toan khong méy chu , ban khéng cin co so ha ting may
chu riéng. Trong phién ban ddm may, ban khong con phai dat trudc cac may chu
riéng 1¢ nita. Thay vi c4u hinh thi cong, hé thdng tu dong diéu chinh theo tai — diéu
nay rat quan trong trong cac ung dung IoT cong nghiép va hoc may, noi dit liéu co
thé ting dot bién.

Trong khi phién ban dau tién yéu cau ngin xép TICK (Telegraf, InfluxDB,

Chronograf va Kapacitor), InfluxDB 2.0 d4 c6 tat ca moi thir ban can. Ca phién ban

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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cuc bo va dam may déu chira toan bd hé théng quan 1y co so dit liéu trong mot tép
chuong trinh duy nhét hién c6 sin cho Linux 64-bit, Linux cho b xir 1y ARM,
macOS va dudi dang container docker . Telegraf, v.v. van c6 thé duoc su dung dé
thu thap dir 1iéu cho InfluxDB 2.0.

Bang 2.7Uu diém ciia InfluxDB

Tinh nang No6i dung

Goi mién phi | Khong can tai xudng, khong can cai dat va khong can co sé ha
(c6 gio1 han) ting may cha ndi bo, giéi thiéu nhanh nhit vé& cong nghé
InfluxDB 2.0, g6i mién phi duoc thiét ké dé bat dau s dung

InfluxDB va cho cac du an s¢ thich nhd.

Ho tro Flux Flux 14 ngon ngit lap trinh va truy van doc 14p danh cho co so
dir liéu chudi thoi gian, gip ting ning suat bang cach cho phép
tai sir dung ma d& dang. Flux duogc phat trién va t6i wu hoa dé
lam viéc v6i dit liéu trong InfluxDB 2.0, nhung ciing c6 thé

dugc st dung véi cac nguon dir liéu khac.

API hop nhat API InfluxDB v2 hop nhat cung cip quyén truy cip vao tat ca
cac thanh phan cua InfluxDB, chiang han nhu thu thap dir liéu,
truy van, luu trit va truc quan hoa. Diéu nay cho phép chuyén
d6i lién mach giira phién ban ngudn mé di cai dit va phién ban

InfluxDB Cloud 2.0.

Hinh anh hoa | Dya trén du 4n Chronograf cai tién tir phién ban dau tién cia
va bang thong | InfluxDB, giao dién nguoi dung méi cung cip két qua nhanh
tin hon dang ké khi hinh anh hoa va truy van dir liéu theo thoi gian

thuec.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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CHUONG 3. THIET KE PHAN CUN

3.1 So d6 khoi hé thi

KHOI NGUON

h 4
KHOI CAM BIEN | KHOI VDK ——————»| KHOI RELAY

)
v

»  KHOIHIEN THI SEVER

Hinh 3.1 So dé khéi tong quat
So d6 khdi hinh 3.1 thé hién kién trac tong quan cta hé thd; giam sat va diéu
khién sir dung nudc tt hé théng nay, khdi ngudn giir vai tr
cap dién ap 6n dinh: mudn 5V DC duoc phan phdi cho vi diéu cac cam bién,
module relay va man hinh hién thi, trong khi nguén 12VDC du
cho cac thiét bi tai nt tir va bom nudc thong qua chan th
relay, giip dam bao siha nang chiu tai ctia hé thons.
Dit liéu tir cac cam bic nhu cam bién luu luong nudc, cam bién
bién hong ngoai duocvi diéu khién trung tim (ESP32). Tai day
vi diéu khién xur 1y ca hiéu dau vao, thuc hién cac thuat toan va tinh
toan can thiét, sau d6 3t qua ra man hinh hién thi dé nguoi d
ddi cac thong s6 nhu hg thai bom, mirc tiéu th
Pong thoi, dit lidu cig dugc truyén 1én server trung tam (ca
nham luu trit, gidm saa va phuc vu cho viéc phan tich chuy

khong chi dong vai tri con cho phép ngudi d

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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3.2 So d6 khdi chi tii

theo thoi gian thuc, di dé dang md rong va tich hop v

diéu khién tir xa dén I théng. Cac lénh nay s& duogc vi diéu khi

Toan bd hé thong hoatheo nguyén tac tu dong, c6 thé giam sat

dung thong minh trongtuong 1 ai nhu nha thong minh hoac tran;

1y, sau do thuc thi viedtat relay hodc cép nhat giao dién hién thi tuong Ung.

BY

NGUON 12v 12V
i‘d
- HA AP  |——5y—»| RELAY

IR SENSOR T T TF

- BOM
CURRENT

—
SENSOR ESP32
g VAN DIEN
FLOW SENSOR L T
HTTP » NODE-RED |«
HTTP o
L

INFLUXDB HOME ASSISTANT MQTT

HTTP

Al (PYTHON)

Hinh 3.2 So dé khéi chi tiét

h 4

LCD TFT

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Hinh 3.2 1 thong giam sat va toi uu héa st dung nudc thong minh trong gia dinh
dugc thiét ké v6i cau tric chat chg, bao gdm cac khdi chirc nang chinh phdi hop véi
nhau dé thuc hién cac nhiém vu gidm sat, diéu khién va phén tich di liéu. Toan bd
hé théng sir dung ngudn dién mot chiéu 12VDC lam dau vao. Ngudn nay duoc dua
vao module ha ap dé chuyén d6i xudng muc 5VDC, phuc vu cho vi diéu khién
ESP32, cic cam bién, man hinh LCD TFT va module relay. Dong thoi, ngudn 12V
cling dugc dua truc tiép dén module relay dé diéu khién cac thiét bj tai nhu bom
nudc va van dién tur thong qua chan thuong mo cua relay.

Céac cam bién dugc tich hop bao gom cam bién luu lugng nudc (flow sensor), cam
bién dong dién (current sensor) va cam bién hong ngoai (IR sensor). Dit liéu tir cac
cam bién nay duoc truyén vé ESP32 dé xir 1y. Sau khi xtr 1y tin hiéu, vi diéu khién
s& giri 1énh diéu khién dén relay dé dong/ngat bom va van nudc, dong thoi hién thi
thong s6 1én man hinh LCD TFT. Viéc hién thi thong tin gitip ngudi ding nam bat
truc tiép tinh trang hé théng nhu luu lugng nudce, dong dién ti€u thu va trang thai
hoat dong cua cac thiét bi.

Bén canh d6, ESP32 ciing truyén dit liéu 1én nén tang IoT thong qua giao thirc
MQTT. Node-RED dong vai trd trung gian xu 1y ludng dir liéu, lién két véi nén
tang Home Assistant dé xdy dung giao dién gidm sat va diéu khién tir xa. Dit liéu
thu thap tr hé théng dugc luu trir trén InfluxDB duédi dang co s¢ dit li¢u thoi gian
thuc, hod trg truy Xuat, théng ké va phan tich hi¢u qua. Ngoai ra, h¢ théng con tich
hop tri tué nhén tao (AI) dugc xay dung bang Python nhdm phén tich xu huéng st
dung nudc, dy doan thoi diém can thay 16i loc hodc phat hién bat thuong nhu ro ri
nude. Al c6 thé truy cap dir li€u tir InfluxDB hodc nhan truc tiép qua Node-RED dé
duara quyét dinh hd tro téi vu van hanh hé théng.

Téng thé hé thdng hoat dong theo nguyén tic ty dong va két ndi chat ché giita phan
cimg — phin mém — dit liéu, cho phép ngudi dung giam sat va diéu khién thiét bi tir
xa théng qua Internet, dong thoi nang cao hiéu qua st dung nude va dién ning trong

gia dinh.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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Bany 3.1Chirc néng ciia timg phan trong so do ki

Thanh phan

Chtrc nang

Nguédn 12V + Ha ap

Cap dién ap 5V va 12V ¢l

ESP32

Thu thap — xir 1y — diéuién

liéu

— truyén di

Cam bién (IR, d¢

lugng)

dién,luu

Giam sat luvu luong nud

hién sir dung

Relay + Bom + Van

Thuc hién diéu khién vat dong/ngat thiét

bi nudc

Node-RED

Xu 1y luong logic, két noié thong

Home Assistant

Giao dién gidm sat va dié

InfluxDB Luu trir dir liéu thoi gian |

Al (Python) Dy doéan, phan tich xu udng, canh bao
thong minh

LCD TFT Hién thi thong s6 hé thon;

3.3 Khoi nguon

‘E J9
mmmrE

O
(@)
P
J10
o
=0 —0
NGUON 5VDC NGUON 12vVDC
KHOI NGUON

Hinh 3.3 thé hién kh

adapter chuyén d6i dia (AC) sang dién mot chiéu (DC) voi d
ra 12VDC 6n dinh. NC nay sau d6 dugc chia 1am hai nhanh

Hinh 3.3 Khoi nguon

, nguén dién chinh dugc cung

riéng biét cho cac muadc nhau trong mach.

i€n ap dau

H¢ thong giam sit va t6i-hong

minh trong gia dinh iung
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Pau tién, ngudn 12VIqua mot module giam ap LM2596S LEL — day
13 mot module chuyér DC -DC c6 kha ning ha ap tir 12V xudng mirc dién ap
thap hon theo nhu caudng hop nay, LM2596S du

giam ap xudng 5VDCé cung cip ngudn on dinh cho vi diéu khién, cac cam bién,
cling nhu phan input ¢ khién) cua module relay. Viéc st dung modu le
LM2596S giup dam bay cam véi dién ap nhu vi di

bién dugc hoat dong ¢ién ap phu hop, tranh hién tuong qua ap

thiét bi.

Thir hai, dong dién 1Z giam ap van duoc st dung truc tiép dé

ngudn cho cac thiét big & dién 4p cao hon, dién hinh 1 cac thi

van dién tir. Cu thé, man Out (NO hodc NC) ciia module relay duoc nbi véi
ngudn 12VDC nay, nkn truc tiép dé dong/mé van dién tir khi r

dugce kich hoat béi tin hiéu tir vi diéu khién.

Viéc thiét ké nhu vach biét rd rang gitra ngudn diéu khién

(5VDC) va ngudn tai bao an toan va 6n dinh cho hé thong. ¥

thoi, sir dung LM259¢ con giup ting hiéu sudt st dung ning 1

nhiét so véi cac giai plp tuyén tinh nhu IC 7805.

Hinh 3.4 Module ha ap LM2596S
LM2596S 1a mot b dip budc giam (buck converter) d

chuyén doi dién ap do cao hon thanh dién ap dau ra thip mot cach hiéu
qua. Pay 1a mot trongu chinh dién 4p phd bién nhat trong cic ng

dung di¢n tir, nhd vao: voi dong dién cao va hi

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Badng 3.2Théng sé ki thudt ciia LM2596S

bac diém Théng sb

Input T.5V -40V.

Output Diéu chinh tir 1.23V dén 37V.

Dong output max | 3A.

Hiéu suat 75%-90% tuy vao diéu kién tai va dién ap.
Tan s6 ~150KHz

Béo v¢ qua tai Tich hop bao vé qué nhiét va ngan mach.
Kich thuée Dzg SIP-7 hoac TO-220.

3.4 Khéi vi diéu khié

Khéi vi diéu khién str1g ESP32  nhu hinh 3.5, mot vi diéu kh tich hgp WiFi va
Bluetooth véi hiéu sui vai tro trung tam diéu phdi v

dong cua h¢ théng. ES32 thyc hién thu thap dir li¢u tir cac canbién nhu: cam bién
do luu lugng nudce, cén, cam bién siéu 4m ho

ngoai. Dit liéu nay saxdé dua ra cac quyét dinh diéu khién ph

nhu: kich hoat bom mn dién tir, bat canh bao r hodc hién thi

thong tin 1én man hinh OLED/LCD.

current sensor

sensor 2

‘I Sensor 3

relay in2
ir sensor

T"T yini

i

ESP32 DEVKIT CHANCUCO

KHOI VI DIEU KHIEN

Hinh 3.5 Khéi vi diéu khién

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Ngoai ra, ESP32 con ¢ giao tiép mang, truyén tai dir liéu 1

thdng may chi thong 1a giao thice MQTT chay trén n én tang WiFi. Diéu nay cho
phép ngudi dung co tdiéu khién tir xa qua nén tang Home A:

hodc tng dung web tichop.

ESP32 ciing 14 ddu méu kién thong qua cac ludng diéu khién dugc

thiét ké trén Node-RED, tir d6 tao nén hé théng van hanh tu dc¢t. Véi

kha niang xir Iy manh 3, tiéu thy ning lugng thap va tich hop k

ESP32 1a nén tang pht Gmg dung IoT nhu h

t61 uu hoa st dung nuda dinh.

ESP32-30P-Micro-CP2102

ESP32 1a mot vi diéuhop (SoC) ¢ chi phi thip v i€n nang
thap, duoc tich hop sii Wi-Fi va Bluetooth hai ché do (Classic

xtr Iy trung tdm cua SP32 1a Tensilica Xtensa® LX6, véi ha 161 don
hoic 161 kép, cho phéphon hiéu ning phu hop theo nhu cau tng

Trén cung mot con chn tich hop nhiéu thanh phan phan cing n

tac ang-ten, RF balun, b khuéch dai cong suat (PA), bd khuéch yéu
(LNA), cac bd loc vajuan ly nang lugng. Nho do, no giup gia

lugng linh kién bén ngi uu hoa thiét ké phan cimg tong thé.

Puoc phat trién boi Eessif Systems (Trung Qudc) va san xudt tr

nghé 40nm cua TSN ESP32 la phién ban ning cap tir i diéu khién
ESP8266, mang lai khh hoat va hi¢u nang xtr Iy manh m¢é h

biét phu hop cho cac GoT hién dai.

Hinh 3.6 ESP32 Dev Kit

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Bdng 3.3Théng sé kj thudt ESP32

Dac diém Thong s6

Vin 3.3V/5V

Bing tan 2.4GHz, 802.11

Tan s6 Clock b/n/g/eli

BlueTooth 160/240Hz

HO trg BLE, SPL, UART, I2C, I2S, ADC, DAC

Day nhiét do hoat dong -40 3o C ~125d6 C

Giao thirc mang IPv4, TCP/UDP, HTTP, FTP

Bang 3.4Chure chdn cac chan ESP32

Tén chan

Chtic nang

VIN

C6 hai chan ngudn chinh trén bo mach ESP32: chan VIN va chan
3V3. Chan VIN c¢6 thé duoc st dung dé cap nguodn tryc tiép cho
ESP32 va cac thiét bj ngoai vi néu c6 ngudn 5V di dugc diéu chinh
6n dinh. Trong khi d6, chan 3V3 13 diu ra cua mach 6n ap tich hop
trén bo mach, cung cap dién ap 3.3V, co thé 1ay dong tir chan nay
v4i cong suat toi da khoang 600 mA dé cip cho cac module hoic

cam bién khac.

GND

Chan ndi dat

GPIO

Bo mach phat trién ESP32 c6 25 chan GPIO, va mdi chan cé thé
dugc gan céc chirc nang khac nhau thong qua viéc lap trinh céc
thanh ghi thich hop. C6 nhiéu loai GPIO khac nhau, bao gdm: chi
hd tro tin hiéu s, hd tro tin hiéu analog, hd trg cam tng dién dung,
v.v. Cac chan GPIO hd trg analog va cam tng dién dung déu co thé
dugc cau hinh dé hoat dong nhu chan GPIO k¥ thuat $6. Ngoai ra,
tat ca cac chan GPIO déu co thé duoc ciu hinh dé hoat dong nhu

cac ngit (interrupts).

ADC

ESP32 tich hgp hai b ADC SAR d6 phan giai 12 bit va hd trg do

H¢ thong giam

sat va t6i wu héa sir dung nwéc thong

minh trong gia dinh wng dung IoT va Al
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tin hiéu trén 15 kénh (cac chan c6 hd trg analog). Mot s chan trong
sd nay co thé duoc sir dung dé xay dung bd khuéch dai c6 thé 1ap
trinh (programmable gain amplifier) nham do cac tin hiéu analog
nho. Ngoai ra, ESP32 con duoc thiét ké dé co thé do dién ap ngay
ca khi dang & ché do ngu (sleep mode).

DAC

Céac kénh DAC c6 thé dong vai trd nhu mot bién trd s6, cho phép

diéu chinh tin hiéu analog dé diéu khién thiét bi mot cach linh hoat.

Cam ung

Bo mach c6 9 chan GPIO hd tro cam ung dién dung. Khi mot tai
dién dung (chang han nhu ngoén tay nguoi) tién gan dén chan GPIO,

ESP32 s& phat hién sy thay doi dién dung do.

SPI

ESP32 c6 ba giao dién SPI (SPI, HSPI va VSPI) hoat dong duogc &
ca ché do slave va master. Cac giao dién SPI nay ciing hd trg cac
tinh nang SPI pho bién sau:

- 4 ché d6 thoi gian truyén dir liéu theo dinh dang SPI

- Téc d6 truyén dir liéu 1én dén 80 MHz va cac murc xung nhip

duoc chia tr 80 MHz

- B6 dém FIFO hd tro toi da 64 byte.
Trong s ba giao dién SPI ciia ESP32, chi ¢6 VSPI va HSPI 1a ¢6
thé str dung duoc cho giao tiép SPI thong thuong; giao dién SPI thi
ba da duoc sir dung nodi bd dé két ndi voi chip bd nhé flash tich hop.
Trong cac thu vién chuan, cac chan thudc giao dién VSPI thuong

duoc sir dung phd bién.

12C

ESP32 c6 mot bus 12C duy nhat cho phép két ndi t6i da 112 cam
bién va thiét bi ngoai vi. Theo mic dinh, chan SDA va SCL duoc
gan 1an luot cho GPIO21 va GPIO22. Tuy nhién, c6 thé thay doi hai
chan nay linh hoat bang cach sir dung 1énh wire.begin(SDA, SCL)
dé mo phong giao thirc 12C trén bat ky chan GPIO nao.

UART

Bo mach phat trien ESP32 c6 hai giao dién UART 1a UARTO va
UART?2, hd trg giao tiép bat dong bo (RS232 va RS485) ciing nhur

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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giao tiép ngoai IrDA véi toc d6 1én dén 5 JART trén
ESP32 hd trg diéu khién tin hiéu phan cimg CTS dong thoi
cling hd ro diéu khién ludng bang phan mém thong qua cac tin hiéu

XON va XOFF.

PWM

Bo mact5 kénh PWM (gan nhu tat ca cac chan

diéu khit béi mot  bd diu khién PWM. Céc timiéu dau ra PWM
nay c6 thé duge sir dung dé didu khién dong co kj

LED. Bhién PWM bao gdém céc bd dinh thoi (PWM timer)

va cac bo tao xung PWM (PWM operator). Méi thoi cung

cip tin héu dinh thoi th eo kiéu ddng bo hodc docva mdi b tao

xung PWM s¢ tao ra dang song cho mgt kénh PW

EN

Pugc simg dé kich hoat ESP32. Khi chan nay du
HIGH, con chip s€¢ duoc kich hoat va hoat dong
kéo xubér LOW, con ¢ hip s& chuyén sang cl tiéu thu nang

lugng th.

3.5 Khéi cam bién

urrent sensor | 2
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Hinh 3.7 Khoi cam bién

Khéi cam bién hinh 3.7 13 thanh phan then chét trong hé thdm vy thu

thap dit liéu thuc té tindi truong va thiét bi dé gui vé vi diéu k

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Trong hé thong nay, khdi cam bién bao gdm ba cam bién luu lugng nuée YF-S201,
mot cam bién dong dién ACS712, va mdt cam bién hong ngoai OMRON E18-
D8ONK, duoc bb tri tai cac vi tri chién luge nham giam sat toan dién qua trinh su
dung nudc va dién nang.

Cu thé, ba cam bién YF-S201 duoc lap dit trén cac duong dng nude dau vao va dau
ra ctia hé thdng, dung dé do luu luong nudc st dung tai cac khu vuc khac nhau
trong ho gia dinh. Mdi cam bién hoat dong theo nguyén 1y tao xung khi c6 dong
nuéc chay qua, cho phép ESP32 tinh toan dwogc téng lwong nudc tiéu thy trong
ngay, tuan hodc thang. Dir liéu tir cc cam bién nay khong chi giup nguoi dung theo
doi lugng nudce sir dung ma con 1a dau vao quan trong cho hé théng phan tich xu
hudng str dung nude va dua ra canh bao khi vuot ngudng cai dat.

Tiép theo, cam bién dong dién ACS712 dugc tich hop dé theo ddi muc tiéu thy dién
nang cua cac thiét bi nhu may bom nudc hodc may loc. Cam bién nay do cudng do
dong dién chay qua tai, giup xac dinh thiét bi dang hoat dong ¢ trang thai binh
thuong, qua tai hay tiéu ton dién khong can thiét. Dit liéu thu dugc s& duge luu trit
va hién thi thong qua nén tang Grafana, dong thoi dung dé xay dung cic canh bao
va biéu d0 giam sat trén giao dién nguoi dung.

Cudi cung, cam bién hong ngoai OMRON E18-D8ONK dong vai trd phét hién su
hién dién ctia nguoi dung tai vi tri sit dung nudc nhu bon rira hodc khu vyc rira tay.
Khi ¢6 nguoi dimg gan, cam bién phat hién vat can va giri tin hiéu vé ESP32 d¢é ty
dong kich hoat bom nuéc va mé van dién tur. Diéu nay giup hé thé)ng van hanh mot
cach thong minh, tiét kiém nudc va dam bao tién nghi ma khoéng can nguoi dung
thao tac thu cong.

Cam bién luu lwong nuwée YF-S201

Cam bién luu lwong nuwée YF-S201 14 loai cam bién pho bién, thuong duoc sir dung
trong céac thiét bi nhur may bom mini, may nuéc néng, hoic hé thdng bom nuéc cho
hd ca. Cam bién nay hoat dong dua trén nguyén 1y quay ctia canh quat va cam bién

Hall tich hop bén trong. Khi dong nudc chdy qua, n6 lam quay canh quat, tir d6 cam

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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bién Hall s& phat hiéna tao ra cic xung vudng dang tin hiéu N

tdc d6 dong chay.

Hinh 3.8 Cam bién luu lwong nuwée YF-S201

Badng 3.5Théng s6 ki thudt cam bién lweu lwong nu

Pic diém Thong s6

Nguén 5-24V

Dong tiéu thu <10mA

Ap luc chiu duoc 1.75Mpa

Luu lugng do 1 - 30 (L/min)
Nhiét do hoat dong <120d6 C

Do am 35% - 90% RH
Kich thuédce 61 36 x 34mm

Cam biéen dong dién .

Hinh 3.9 Cam bién dong dién ACS712
Cam bién dong dién zct Current Sensor) dua tr all
dé do dong dién AC/I:6 kich thudc nhé gon, dé két ndi, gia tri t

dién ap Analog tuyén 1h theo cuong do dong dién can do nén r

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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trinh voi Vi diéu khién, thich hop véi cac tng dung cin do dong AC/DC véi do
chinh xac cao.
Po dong dién DC: Khi do DC phai méc tai ndi tiép Ip+ va Ip- dang chiéu, khi dong
dién di tir Ip+ dén Ip- Vout s& ra mirc dién 4p twong tmg 2.5~5VDC tuong tng dong
0~Max, néu mic nguoc Vout s& ra dién thé 2.5~0VDC tuong tng véi 0~(-Max).Khi
cap ngudn 5VDC cho module khi chwa c6 dong Ip (chua co tai méic nbi tiép) thi
Vout = 2.5VDC, khi dong Ip( dong ciia tai) bang Max thi Vout=5DC, Vout s& tuyén
tinh v&i dong Ip trong khoan 2.5~5VDC tuong ung véi dong 0~Max, dé kiém tra co
thé dung dong hd VOM thang do.
Po dong dién AC: Khi do dong dién AC, do dong dién AC khong co chiéu nén
khong can quan tdm chiéu, khi cip ngudn 5DC cho module khi chua c6 dong Ip
(chua c6 tai mic ndi tiép v6i domino) thi Vout = 2.5VDC, khi c¢6 dong xoay chiéu
Ip (dong AC) do dong xoay chiéu do 16n thay doi lién tuc theo ham Sin, nén dién
thé Vout s& c6 do 16n tuyén tinh véi dong dién AC tir 0~5VDC tuong tng voi (-
Max)~Max (dong xoay chiéu), dé kiém tra dung dong hd VOM thang do AC do
Vout.

Bdng 3.6Théng s6 ky thudt cam bién dong dién ACS712

Dic diém Thong sb
Vin 5VDC

D0 nhay output 63~190mV/A
D9 nhiéu tin hiéu analog Thap

Do tré output dé dap ng véi input Sus

Dién tr& day dan trong 1.2mQ

Cam bién vit can hong ngoai OMDHON E18-DSONK

Cam bién vt can hong ngoai OMDHON E18-D8ONK Adjustable IR Infrared
Proximity Sensor co chét luong tot, do bén va do on dinh cao, dic biét cam bién cd
khoang cach diéu chinh chinh xac tir 3~80cm v&i thau kinh hong ngoai chat luong

tot, so sanh ngugc lai 1a cac loai cdm bién giad ré trén thi truong véi thau kinh chat

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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luong kém va kha nianng diing nhu thong sé (khong thé didu ct

gan dugc).

Hinh 3.10 Cam bién hong ngoai OMDHON E18-DSONK
Cam bién vét can hag ngoai OMDHON E18 -D8ONK Adjustable IR Infrared
Proximity Sensor st ¢ ngoai dé xac dinh vat can phia tr m
bién, cam bién phat raa hong ngoai voi dai tan  sd chuyén biétg chdng
nhiéu tét ké ca ¢ diéu n anh sang ngoai troi.
Cam bién vt can hag ngoai OMDHON E18 -D80NK Adjustable IR Infrared
Proximity Sensor cé thé chinh khoang cach phat hién vat can m
bién tré trén cam bién cam bién c6 ngd ra tin hiéu 1a cau tric ¢
NPN - Open Collector nén s& can phai c¢6 tré kéo (khoang 1~
duong VCC dé tao thaHigh).
Cam bién hoat dong dién ap SVDC, dong tiéu thy nho khoan; khoang
cach phat hién c6 thé ir 3 dén 80 cm. Téan s6 dap ung ctia cam bién vao
khoang 500Hz, phu hohat hién chuyén dong téc do vira. Thiét

bi dugc thiét ké dang tru véi ren ngoai, dé lip dat vao cac h

hop k¥ thuat.
Baz 3.7 Théng sé ky thudt cam bién hong ngoc
bac diém Thong sb
Vin 5VDC
Khoang diéu chinh phén vat can 3~80cm
Goc khuéch tan (goc ¢ 3~5do
Dong kich output <300mA

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Kich thudc 18x70mm
3.6 Khoi Relay
J6 ? J7
® relay !n‘t 1 o 1 0
relay in2 2| L0 2__0
. relay in3 3 o
NGUON 5VDC RELAY
INPUT RELAY ||
KHOI RELAY

Hinh 3.11 Khoi Relay
Hinh 3.11 14 khéi rele dong vai tro 1a phan tr chap hanh trun,
diéu khién ESP32 di¢khién cac thiét bi dién hoat dong & mirc dién ap va dong
dién cao hon, ma khong gay anh huong dén mach logic diéu kh
3.3V hodc 5V. Trongg giam sat va toi wu hoa st dung n
nay, khdi relay duogc thién truc tiép van dién tur v c,
thong qua tin higu dié 2.
Cu thé, dau vao (IN) clay duoc két ndi véi cac chan GPIO cua
khién ESP32 dé nhan hiéu diéu khién muc thap (LOW) hodc mirc cao (HIGH),
tiy theo loai relay kiai nhan tin hiéu diéu khién, relay s& chuyén mach
trang thai tur thuong dg (NC) sang thuong md (NO), cho phép «
tir nguon chinh chay qia dén tai (van dién tir hodc bom nudc).
Nguén cip cho mach khién ctia module relay 13 5VDC, du
ap thong qua module LM2596S. Trong khi d6, ngudén 12VDC 4p cho cac thiét bi
tai dugc 1ay truc tiép ipter 12V, thong qua tiép diém chuyén mach cua relay.
Céch bb tri nay dam h ly giita mach diéu khién logic v tai
cong suit, gitip ting dn cho hé thong.
Viéc st dung relay mg lai  kha ning dong/ngit thiét bi dién >t cach ty dong va

chinh xac theo logic xir Iy ctia hé thdng. Vi du, khi cam bién 1

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung



PO AN TONG HOQP
Trang 64

c6 nguoi st dung, ES gui tin hi€u kich hoat relay dé mo van dién tir va khai

dong bom nude. Ngur t hién sy hién dién,ay s& ngit ngudn
dén cac thiét bi nham €t kiém nudc va dién nang.

Module 4 Relay Opto 12VDC

Mach 4 Relay duoc thién bat/tit cac thiét bi dién AC hoic DC

thong qua relay co. Mach hd tro tiy chon mirc kich hoat 1a n ¢ cao (High) hoic
mirc thap (Low) thongua jumper cau hinh, gitup dé dang tuong t

vi diéu khién va h¢ thac nhau.

Mot diém ndi bat ctia ach 1a dugce tich hop Opto cach ly (Optox

cuong dg an toan va k g chéng nhiéu, dic biét hitu ich trmoi truong cong
nghiép hodc khi diduin thiét bj dién 4p cao. Day 1a wu di

nhiéu loai mach relay ic trén thi truong khong cé tinh nang cach

Mach pht hop cho cadiéu khién thi ét bi dién ty dong nhu: hé théng nha

thong minh, diéu khiéi giam sat thiét bi tir xa..

Hinh 3.12 Module 4 Relay 12V
Bdng 3.8 Théng so ky thudt Module Relay

bac diém Thong sb

Dién &p str dung 12V

Dong tiéu thu khoang 200mA /1Rel

Tin hi¢u kich murc hig 5V

Tiép diém dong ngat Ray trén mach Max 250VAC-10A hoic 30VDC-10A

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Kich thuée 72 L) * 55 (W) * 19 (H) mm
Van dién tir thuwéng (NO)
Van dién tir VAKS pl2V - loai thuong mo) 1a thiét b

khién dong nudc trongtudi tiéu ty dong hodc tng dung dan dun;

hoat dong & dién ap 1. DC, an toan khi sir dung v&i nuée. O tre

dién, van luoén mé chaude chay qua. Khi cip dién, van s& don

nude. Thiét bi duoc ¢ déng thau bén bi, cho tudi tho cao. Van

huéng 1ap cb dinh: nudé mang loc. San pham ph

mo hinh tudi rau, tuén, phun swong, va co thé két hop véi b

hanh ty dong. Van cphién ban N/O (Normally Open - thuong mé), N/C
(Normally Closed - thuong déng) va N/F (No Pressure - khong ap luc) dap ung da
dang nhu ciu sir dungNgoai ra, van c6 kh a ning hoat dong on dinh trong thoi gian
dai ma khong sinh nhiét qua mic, gitp nang cao do bén cua I

doéng mé nhanh va do o kiém soat dong chay chinh xac, han ché

toi da hién tuong ro ring ong.

Hinh 3.13 Van dién tir VAK (NO)
Bdng 3.9 Théng s ky thudt van dién tir

bac diém Thong sb
Loai NO (thuong mo)
Kich thudc Ya inch

bién &p lam viéc | 12VDC

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Dong dién kich | 500mA

Ap luyc 0.02-0.8Mpa

3.7 Khdi hién thi

LED
SCK
MOSI
DC
RESET
CS
GND
VCC

.Q..QL—B

N[O O | (W N f—
00000000 |—=

MAN HINH LCD LIL9341

KHOI HIEN THI

Hinh 3.14 Khoi hién thi
Khéi hién thi nhu hint sir dung man hinh mau LIL9431 &i vi diéu
khién ESP32 qua chu3PL c6 nhiém vu cung cip thong tin truc quan vé tinh trang
hoat dong cua hé thdnMan hinh hién thij céc thong s6 chinh nh
st dung, trang thai m& bom (bat/tét), t inh trang van dién tu, v
thong Al (vi du nhu c¢dd phéan giai cao va h
sdc, LIL9431 cho phé trinh bay thong tin rd rang, dé& hiéu, d¢
tugng truc quan dé ng doi va thao tac tai «

Man hinh LCD TFT Touch Screen 2.8 inch 1L.19341 SPI Interface

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Hinh 3.15 Man hinh LCD TFT LIL9341
Man hinh cam tGng TF inch (dién tr&, ILI9341, giao tiép SPI)1 lwa chon

phd bién trong cac tmg dung can hién thj va diéu khién cam Gn
man hinh dé dang ké khién nhu Arduino, ESP32... giup 1
trinh don gian va hiévhép xdy dung giao dién diéu khién truc
quan ngay trén man hinh cam tng, thich hop cho cac dy 4n 1018 théng nhung va
bang diéu khién thongninh.
Bdng 3.10 Théng s6 ky thudt man hinh LCD

bac diém

Thong sb

bién ap sur dung

3.3~5VDC

Dién 4p giao tiép

TTL 3.3~5VDC

IC Driver hién thi

IL19341 giao tiép SPI

C& man hinh

2.8 inch

D0 phan giai

240 x 320 pixels

IC Driver cam tng

XPT2046 giao tiép SPI

Tich hop khe thé nhé | Giao tiép SPI
Kich thudc hién thi 46(W) X 65(H)mm
Kich thudc toan man 1 85x50 mm

H¢ thong giam sit va t6i-hong

minh trong gia dinh iung
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CHUONG 4. THIET LAP PHAN MEM VA PIEU KHIEN

4.1 Thiét ké ludng diéu kién diéu khién véi Node-RED

Node-RED 1a mét nén tang lap trinh truc quan mi ngudn mé, cho phép ngudi dung
xay dung ludng xur 1y dit liéu (flows) mot cach linh hoat thong qua giao dién kéo
tha. Trong hé théng gidm sat va toi wu héa sir dung nudc thong minh, Node-RED
dong vai trd trung tdm trong viéc tiép nhan dir liéu tir phan cimg (ESP32 va cam
bién), xtr 1y logic diéu kién, phat hién bat thuong, diéu khién thiét bi ngoai vi, luu
trir dir liéu, két ndi v6i nén tang Al va tuong tic v6i Home Assistant dé hién thi
thong tin va thuc hién cac hanh dong ty dong hoa. Cac thanh phan trong Node-RED

duoc xay dung thanh so do ludng logic c6 cau tric rd rang va mach lac.

Edit matt in node

O Properties o
@ Server Broke! w
Action Subscribe to single topic
=T DATN_|etrucngduy
QoS o - s,
debog 2 N oo
st
e CutpL auto-detect {parsed I30M object. siring or buffe S
Data fram MOTT
[ ]
W Mame Daza fron TT function 1

Hinh 4.1 Thiét ldp Node Mqtt in
Pau tién, dir liéu tir cac cam bién dugc gén voi vi diéu khién ESP32 s& duoc truyén
dén Node-RED théng qua giao thitc MQTT nhu hinh 4.1. Node tiép nhan dit liéu
nay la mot mqtt in c¢6 nhdn “Data from MQTT”. Dir liéu thu duoc 1a mot chudi
JSON bao gdm thong tin tir cam bién do luu lwong nude (Sensor 1, 2, 3), cam bién
dong dién (Current), cam bién phat hién nguoi dung (IR hodc siéu am), duoc xir 1y
so bo trong function 1 dé tach gia tri va gan vao cac bién riéng 1¢ phuc vu cho céac
bude xtr 1y tiép theo. Sau d6, dir liéu dugce chuyén téi node function 3 dé thuc hién

tinh todn nang cao va phan nhanh xir 1y.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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i | Data from MQTT |
@ connscied

Hinh 4.2 Luéng xit Iy tin hiéu vao va hién thi
Sau khi dugc xur ly, ding cam bién duoc dua dén cac node t
Sensor 1, Sensor 2, Sensor 3 va Current thé hién trong hinh 4 , tai day gia tri do
duoc duoc hién thi ké p dé phuc vu gidm sat 1 gian thuc. Béng
thoi, cadc node debug coc két ndi dé 1ap trinh vién c6 thé theo «

dir liéu va kiém tra hg trong giai doan phat trién v nh thu

Edit influxdb out node

O Propertes o
W Hame infuxDE
= servm [w2.0] Bow_dais vl | # +

b CuganEaBen lesruongdury snffuxCEs
B mucket DATH betrucngduy
N Mpasaement | fow dista

O Time Precision Miliseconds {ms)

T < ft_‘_‘]

Hinh 4.3 Thiét ldp Node InfluxDB in

H¢ thong giam sit va t6i-hong
minh trong gia dinh irng
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nghiém.

Hinh 4.2 thé hién cac dit liéu quan trong nhu luu luong nude va dién nang ti€u thu
cling duoc luu trir thong qua node InfluxDB dé phuc vu cho muc dich théng ké va

hién thi biéu dd phan tich trén giao dién truc quan nhu Grafana, Home Assistant va

Edit events: state node

© Properties =]

o 9 @ e
-__-_U'_j Hinme Assistarsd _— functan 2 - - Houme Condral

a

=
deteiga | = ]

"

Hinh 4.4 Thiét Igp Node Even State

dac biét 1a sé duogc truy van dé phuc vu cho phan tich Al chuyén sau.

Trong hé théng giam sat va diéu khién sir dung nuwéc, Home Assistant dong vai trd
1a nén tang giao dién trung tAm gitp ngudi dung theo ddi trang thai hé thdng, thuc
hién diéu khién va nhan canh bao theo thoi gian thuc. Dé két ndi Node-RED voi
Home Assistant, hé théng st dung hai node chinh 13 event state va mqtt out mang
nhan Home Control.

Cu thé, trong hinh 4.4 node event state dugc sir dung nhu diém giao tiép dau tién dé
Node-RED thiét 1ap két ndi v6i Home Assistant. Trong node ndy, dia chi IP cia
may chi Home Assistant ciing voi cac thong sb xac thyc nhu token truy cip duoc
khai bao, nham dam bao viéc két ndi giita hai nén tang dién ra an toan va 6n dinh.

Ngoai ra, node nay ciing dong vai tro nhu mot listener, ¢ thé lang nghe sy thay d6i

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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trang thai tir phia Hore Assistant va kich hoat ludng xir 1y twor -
RED néu can.

Bén canh d6, node m¢ voi nhan Home Control dugc st dung ban
tin diéu khién tir Honsistant dén Node -RED thong qua giao thuc MQTT. Cu
thé, trén giao dién Horuoi dung dugc cung cap hai niit nhan (bu

tuong ung vdi hai trai: bat van dién tr va tat van dién tir. Kt

nhin vao mot trong hai nit ndy, Home Assistant s& giri mq

MQTT ma node Home Control da dang ky. Node-RED s& nhain nay va thuc

hién hanh déng diéu 1ung thong qua cac node xir 1y logic v

nbi voi van dién tir. By 1a co ché di éu khién thu cong cho phép ngudi ding can
thiép truc tiép vao ho:ddc 1ap voi ph'?m diéu khién tu dong tur

Al dac biét hitu ich tcac tinh huéng can bao tri, kiém tra hé tt

cap nudc theo ¥ mudn

Viée tich hgp gittra Ne -RED va Home Assistant thong qua node event state va
mqtt out — Home Control gitip hé théng tré nén linh hoat hon

bao tinh giam sat va ktir phia nguoi dung. Co ch

diéu kién thun loi chviéc mé rong cac chitc  ning tu dong Hc trong twong

lai, nhu thiét 1ap kichimg thong minh, 1ap lich bat/tat van hodc dua ra

canh bao sém dya trémudc hang ngay.

& @ &
Swmant: (21 funcoon 13 Powey | -
=] ] ]
@ -
function 14 WARNING =
L - |
function 15 CRCWWEmIng

]

Hinh 4.5 Luéng canh bdo mdy bom
Vé phan tinh toan, hinh 4.5 hé thng sir dung mot sé node funtion chuyén biét dé
xtr 1y s liéu. Node faction 13 thuc hién phép tinh cong suat tiéu thu dién bang
cong thirc P =1 x V, 9 I 1a dong dién do duogc tir cam bién v

mac dinh cung cép cho thiét bi, két qua dugc dua ra node P«

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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node function 14 thyclugng tir Sensor 1 dé tinh tong 1

str dung va hién thi q Water Consumption. Tat ca dit lieu d ¢ dong

bo hoa va lién tuc cjj ¢ théng c6 thé danh gia va

dung theo thoi gian.

Dé dam bao tinh an ta va phong ngira sy ¢d, hé thong ciing d

hién bét thuong thonode function 14, function 15, DCWarning va
WARNING. Khi phat hién luu luong nudc ting dot ngot, tié

thuong hoac chénh 1éc dau vao va dau ra vu

1ap tire kich hoat cant bao guri dén giao dién ngudi dung va d

ngat thiét bi (bom, vaMQTT vé lai ESP 32. Viédam bao ngin

ngura cac tinh huéng rd hodc tiéu thu dién khong kiém soat.

a e 40 sl
function 5 [vz.of flow_data - function & Tud i
“WChuky L0
o ® A® a
fncoon 7 [v2.0] floav_data funcian & Sansor 1-nea ‘_-
@ '43
imestamp U =, ] ] AG &
3 finction 5 [w2.0] flow_data functar 10 TEASOr BOE 0
. 2
L) P e . 4,
functicn 11 [w2.a] flow_data - funcion 12 Sensor Iaew. (o

Hinh 4.6 Luéong tinh heong miede tiéu thu ngay/tuan/
Mot cum ludng dic bikhac  nhu hinh 4.6 dong vai trd quan tviéc giam
sat dai han la cum cac5, function 7, function 9, v Cum
nay thuc hi¢n nhiém v toan téng lugng nudc ti€u thu theo tung
tuan, va thang. Cu thé lay dir li ¢u thoi gian thuc tr v2.0 flow data
dé tinh tong lwong nu function 7 xur 1y dir liéu cua ting tuan,
function 9 phan tich theo thang, va function 11 ¢6 thé dugc sit
cac chi s6 chu ky hodning md rong. Cac gia tri sau xtry dugc dua tdi cac
node function 6, function 8, function 10, function 12 dé téng
qua.
bac biét, lué)ng xur Iy 1y con dugce két ndi véi node Total va cac
muc dich hién thi tonfuong nudc tiéu thu theo timg khoang th gian cu thé. Két

qua cudi cung duogc trudi dang biéu dieén chu ky ¢6 gan nh

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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gian nhu ngay, tuan, t1d trg rat tét cho viée truc quan hoa s6 1i
phat hi¢én xu hudng, vuc vu mo hinh Al trong vi liéu lich
str. Nho co ché ghi nt chu ky hoa, hé thong c6 thé dé d

khi nguoi dung yéu cithy trong bat ky khoang thoi gian n
Bén canh do, cac chuiy con gitp xac dinh khi ndo cé su tang

nude tiéu thu va ho trenh bao tri hé théng loc nudce dinh ky.

@ L] ] L]
|ged] iphan-tich function 16 template hitp
= @ L o
(L i mrint - function 17 — AlContzol
@ t - i
@ @ \ g &
Alcontrol function 4 ——— JaeniEes—1 )
a ted ' =
- — @ 8
B State Check Fenchon 18 AlContrs
° T ==
AIWARNING Al wamning o) - debugd =0
- _— | e , i

Hinh 4.7 Luong lién két Al
Mot trong nhirng ludnkir Iy quan trong nhit trong hé théng  thhién trong hinh 4.7
1a su tich hop gitra Nc  -RED va nén tang tri tué nhan tao (Aid trg phin
tich, du doan va diéu Qua trinh nay dugc thuc hién thong qua ¢
phéi hop cua ba nhonode chinh: Lénh Print, AIControl, AIWARNING, va State
Check, két hop v6i hé thong xir Iy Al viét bang Python va nén
ngdn nglt nhu Gemini,
Cu thé, node Lénh Pri: trong Node -RED c6 chirc ning khoi tphan tich,
bang cach guri ban tinIQTT t6i mot topic duge dang ky sin 1
nay dong vai trd nhu yéu cau hé théng Al (duoc xay dung ba
thuc hién viéc tong he va xuét ra cac biéu dd phén tich chuyén
ti€u thu nudce theo thet hién ro ri, nhan dién hanh vi ti€u th
hodc phan tich theo mua vu. Sau khi Al thyc hién phéan tich v
két qua s& duoc chuydatbot ngdn ngit Gemini dé xir 1y truc quan hoa
nang cao. Gemini s& ¢ tu nhién hon bang ngdn ngit con ng
(nhu mo ta xu hudng, ong, goi ¥ bao tri...), gittiép

nhan va hiéu thong tiri ding. Cac ndi dung da duogc xir Iy n

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung



PO AN TONG HOQP
Trang 74

duge glri nguoc lai qua MQTT va hién thi trong giao dién Home Assistant thong
qua node AIWARNING. Node nay c6 nhiém vu nhan két qua phan hoi tir Al va
hién thi truc quan cac canh bao, nhan dinh hoac khuyén nghi ngay tai giao di¢n
ngudi ding, gop phan nang cao kha ning gidam sat va tuong tac.

Bén canh chirc ning phan tich va phan hoi, hé thdng con tich hop co ché phan tmg
thong minh vé6i bat thuong thong qua node State Check. Khi hé théng Al phét hién
mot su cb bat thuong nhu ro ri nude, chénh 1éch dong chay 16n, hodc ti€u thu dién
ning tang dot bién, no s& ty dong giri email canh bao tdi ngudi dung. Canh bao nay
bao gdm ca thong tin hién tai ctia hé thong va biéu d6 tir qua trinh phan tich. Trén
giao dién Home Assistant, ngudi dung c¢6 thé phan hoi bang cach nhin vao nit xac
nhan duoc két ndi v6i node State Check. Néu ngudi dung xac nhén rang ho di tiép
nhan canh bao va dang kiém tra su cd, hé théng Al s& hiéu ré’mg viéc diéu khién
khong can thiét va s& huy lénh dong van dién tir. Tuy nhién, néu sau 5 phat ké tir
khi giri canh bao ma khong nhan dugc phan hdi xac nhan tir phia nguoi dung, hé
thong Al s& chu dong giri 1énh didu khién qua topic AIControl, ra 1énh cho Node-
RED ty dong ngit van dién tir nham dam bao an toan, giam thiéu nguy co that thoat
nudc hodc hong thiét bi.

Co ché phdi hop nay thé hién mot hé thong co tinh thich tng cao, noi Al khong chi
dong vai tro phan tich ma con ra quyét dinh theo ngit canh, dong thoi van dé lai co
hoi cho nguoi dung can thiép tha cong néu can thiét. Viéc sit dung két hop gitra
phan tich bang mé hinh hoc may, xur Iy ngdn ngir ty nhién bang Gemini va phan hdi
MQTT real-time qua cdc node chuyén biét trong Node-RED da xay dung nén mot
hé thong diéu khién va giam sat khong chi théng minh ma con linh hoat va an toan
trong qua trinh van hanh thuc té.

Bang 4.1 Chirc nang trisng Node trong luong

Chtrc nang Mo ta Node chinh
Thu thap dir liéu | Nhan dir li€u tor cam | mqtt in, function 1
bién qua MQTT
Xu 1y logic Phan tich dir li€u cam | function 3, 5, 7,9, 11, 13, 14

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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biéitinh toan

Theo doi chu ky | Tinh luong nudc tiéu | function 5 — 6,7 — 8,9 — 10

thu theo chu ki

Canh bao Kié tra bat thuong function 15, DCWarning

guiranh bao

Luu trix Luu dir liéu vao co s¢ | InfluxDB

dtr éu

Tich hop Al Gudir liéu dén mo | function 17, 18, AlControl,
hinh AI, nhan phan | AIWARNING, Print, State Check
hoi

Giao tiép Home | Hié thi va diéu Home Control, Sensor 1 2 3, Total,
Assistant khitr  dashboard Current, Total Water Consumption,

Power, WARNING, Sensor 1 2 3 new

Mon Jul 14 12:45AM
& | # control LeTruongDuy—+x & Node-RED: Flow 1 x| +
«

QO D localhost.

(S
@
ok
\
-

........

Hinh 4.8 Luéng Node-Red hoan chinh

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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4.2 Thiét 1ap co sé dir liéu InfluxDB

Trong hé théng giam sat va toi wu hoa sit dung nude, InfluxDB duoc st dung lam
nén tang co so dit liéu thoi gian thuc (time-series) nham luu trir dir liéu tir cac cam
bién nhu luu luong nudce, dong dién, téng luong nudc tiéu thy, trang thai van dién
tir, va cac chi sd phan tich khac. Viéc s dung InfluxDB gitp hé théng theo doi
chinh xéc su bién doi cta cac gia tri theo thoi gian, phuc vu hi¢u qua cho vi¢c giam
sat, phan tich va truc quan hoa.

Phién ban dugc st dung trong hé théng 13 InfluxDB v2.x, véi giao dién truc quan
Data Explorer cho phép ngudi dung truy van, loc va hién thi dir liéu mot cach linh
hoat. Trong hé thdng, tat ca dir liéu dugc luu vao bucket c6 tén DATN letruongduy.
Céc ban ghi dir liéu duoc t6 chic dudi dang measurement nhu flow data,
flow forecast, va cac field bao gém Sensor 1, Sensor 2, Sensor 3, Current, Total,
twong Ung voi dir li€u luu luwgng nude tai cac diém khéc nhau, dong dién ti€u thu va
tong luu luong nudc da dung.

Node-RED sir dung node influxdb out dé ghi dit liéu vao InfluxDB. Trong node
nay, nguoi 14p trinh cdu hinh cac thong sé nhu URL méy chi (localhost:8086), to
chuc (organization), token xac thuc, va tén bucket (DATN _letruongduy). D li¢u
dugc xtr Iy qua cac node nhu function 3, function 13, function 14 sé dugc dinh dang
thanh JSON c¢6 cdu trac chuin va giri vao InfluxDB kém theo dau thoi gian

(timestamp).

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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% Control_LeTruongbuy—+ x &2 Node-RED : Flow 1 x @ Data Explorer | letruongc! x

le] © O localthost

Data Explorer

- Gapn > o customize

~  SCRIPTEDITOR | SUBMIT

® Help & Support

i}

Hinh 4.9 Thiét ldp InfluxDB Explorer
Pé phuc vu viéc truc can hoa va théng ké, nguoi dung c6 thé th
liéu truc tiép thong qua cong cu Data Explorer hinh 4.9. Trong hé théng, mot truy

van co ban duogc stir dui€u cam bién nhu sau:

Hinh 4.10 Truy vén dir liéu Influx bang Flux

Hinh 4.10 cho théy au truy van trén thuc hién viéc léy t ca dor liéu thudc
measurement flow data trong khoang thoi gian do ngu

(v.timeRangeStart dér Sau do, hé théng loc cac field can thiét

bao g@)m Current, Sen: Sensor 2, Sensor 3, va Total. Pay la nh hong sb cot
16i dé danh gia hiéu sioat dong ctia hé thong nude. Truy vén

ham aggregateWindow() véi tham sb mean dé tinh gia trj t

khoang thoi gian, giym muot dit liéu va loai bé nhiéu. Dit lié
xuét ra v6i nhan meanthé hién thi bang biéu d6 duong, bang sb

ra file CSV.

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Dii liéu vé nudc va dong dién

£ ADD CELL = ADD NOTE

Hinh 4.11 Dit liéu dwoc luu trit trong Influx dang bi
Viéc truy van nay khaoi dung dé dang theo dai tinh hinh tiéu thy
nuée theo thoi gian thi nhu hinh 4.11, ma con 14 nén tang dé thai thac
dir liéu lich s, phuc v cac tdc vu phan tich xu hudng, du bao h
phat hién 1o ri. Péng r InfluxDB ciing duoc sir dung dé sinh biéu d6
tong hop théng qua mde Lénh Print trong Node -RED va gtriang Al dé

phan tich chuyén sau bang mé hinh ngén ngi ty nhién Gemini.
4.3 Giao dién hién tk Assistant

Giao dién hién thi ci: Assistant dugc xdy dyng nham cung ci nguoi
dung mot cai nhin try? thao tac ddi véi toan b

sat va diéu khién nudy qua dashboard dugc thiét ké t

ngudi dung c6 thé ther cac cam bién, trang thai hoat dong cua t

bi, thuc hién cic hankén thu cong va nhan cac canh bao tir Al

cach rd rang va thuan-

Khac véi nhiéu nén targ kéo -tha giao dién, Home Assistt khong hd trg xay
dung giao dién bang tao tac kéo tha don thuan. Pé tao ra céc ¢ truc quan,

dep mat va c6 do tuying can viet ma cau h

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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ngdn ngit YAML. Y Agon ngit danh du c6 céu tric don gi

m¢, dugc sir dung trone Assistant dé dinh nghia cach b tri giao dién, hién thi

cac thuc thé (entity), 1chiic cac thé hién thi (card), thiét 1ap diéu kién hién thi va
lién két dir liéu tir cacoién. Vi YAML, 1ap trinh vién c6 th

layout, phdi mau, biéuthong tin, bang dit liéu, biéu thi trang tha

va lién két truc tiép té: trang web nhiing (iframe) hodc biéu d6 dong.

Viéc xdy dung dashbcd bang YAML gitp hé théng dat duogc t

dé mo rong, va hoan v bién theo yéu cau cua ting du 4n cu th

biét phu hop véi cac t giam sat nhu dé tai nay. Day cii

cua

Home Assistant khi so sanh v&i cac nén tang giao dién giam sat

Thong ké tiéu thu nué nhu hinh 4.12, hé thdng hi thi bang tong hop
luong nudc tiéu thy tk ay, 7 ngay va 30 ngay, dugc chia theo tirng
cam bién (Sensor 1, Sasor 2, Sensor 3) va Total. Dir li¢u nay du -
RED va gui dén Homt qua MQTT, sau d6 hién thi trong cac entities card

hodc grid card. Bay lax vuc nguo i dung theo d&i nhiéu nhét dé
danh gia hanh vi st duin va dai han.

I |

& LUTNG NUTC TIEU THU NEAY/TUAN/THANG

Sensor 1 0.01L 3351 22396 L
Do4L 0471 204251
0041 084L 15576 L
0.081L 4641 581701

1d (13/07/2025) 7d (12/07/2025 — 18/07/2025)

304 (14/06/2025 — 13/07/2025) : +

Hinh 4.12 Lwong nwéc tiéu thu theo ngay/tudn/the
Diéu khién thu cong tht bi  hinh 4.13, bén phai bang thong ké diéu khién
Solenoid valve 1 va Solenoid valve 2 tuong Uing vé1 hai van d

ON/OFF, Home Assistant s& guri ban tin diéu khién qua MQTT -RED xur ly

H¢ thong giam sit va t6i-hong
minh trong gia dinh irng
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va kich hoat relay. Cc thiét ké bang button -card hoic toggle va co thé
thay d6i giao dién, biéva mau sic dé phu hop véi tinh tr

P |

M DIEU KHIEN THU CONG

=

Hinh 4.13 Nt diéu khién thii cong
Giam sat hoat dong b hinh 4.14. Sir dung gauge card dé hin thi cong suat cia
may bom theo don viién theo don vi A (ampe). Thong sd n
duoc tinh toan trong Ne  -RED va truyén vé Home Assistant, iing biét
khi nao bom hoat dofu thu dién hién t ai. Canh bao hé théng bao
gdm cac khu vuyc hiénhi thong bao may bom, thong bao tir Al 1
tir ngudi dung. Cac thyy ¢6 thé 13 chudi vin ban tir Node -RED giri vé qua
MQTT, hoac gia tri tnsor xur Iy canh bao c6/khong. M c va biéu
tugng duogc thiét 1ap gbiét giira trang thai binh thuong v

fil ]

£\

Céing sudt may born/L
THONG BAO

A Mivaom Unknawn

THONG BAO

Lusgng nude on dinh!! e 2023-07-14

Al
] 01:08

+

Hinh 4.14 Giam sat hoat dong bom va thong bao

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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Biéu dd va thong tin chi tiét theo thoi gian thyc hinh 4.15. Tai dy, dir | iéu cua ting
cam bién (Cam bién 1Cam bién 2, v.v.) dugc cép nhat tryc tiép
thuc. Ngoai ra, cac bix dién dong dién hodc luu lugng ciing c

thém vao bang historysor card, hoic tich hop véi Grafana.

P |
Bt ®
0
0.01L 0.04L
s
0.04L
+
Hinh 4.15 Ghi nhdn dir lieu lwong nuoc va dong ¢
Vung hién thi phan tic trong giao dién Home Assistant hinh 4.16 khong su

dung markdown cardihu cac ndi dung tinh thong thuong, m

trang web dong do Noe -RED sinh ra. Trang web nay dugc xay

node nhu http in, template, http response trong Node-RED. Diiin tich tir Al

(cu thé 13 mo hinh ngGemini) duoc giri vé Node -RED qua MQTT, sau do
duoc xir 1y va két xua giao dién web co6 dinh dang F Noi dung cua

trang web bao gdm ong minh nhu xu huéng ti

ngay, gio cao diém sto sanh giita cac ngay trong tuan, du bao

dic biét 1a canh bao vt thuong hodc nghi ngd ¢6 rd bd ndi dung

nay dugc trinh bay sidi dang bang, biéu dd, doan vin mo ta,

quan va mau sic noéi b HTML va CSS.

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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“% THONG BAD T(r A

) INDIrUEU TU Al PRES 2, BDAKIEMTRA

il Phan tich tir Al

Gemini Analysis:
Dua trénm ¢dc bifu do cung cap, day 1a phan tich va du dodn xu hudng su dung nuoc:

**SU dung nuoc:**

* **Hang ngay:** SU dung nudc tang cao tir 18h dén 16h, gidm manh wio ban dém (Bh-6h). C& céac

dinh diém sU dung nudc cao hon vao mét s6 thoi diém trong ngdy. Lwu lweng dinh diém trong noay

co thé 1én den &0 1it.

* **Hang tuan:** SU dung nudc cao nhdt vao Thir 6, thap nhat vao Thir 2 wva Chi Nhat.

* **Tang thé:** (o su bién dong 1dn vé luong nuoc sU dung, voi cac dinh diém cac bat thudng cho
thay co thé co ro ri hodc sU dung nwoc dot bien.

**Dir doan:**

-+

Hinh 4.16 Viing hién thi va twong tac véi Al
Sau khi dugc tao, trannay co thé dugc truy cap thong qua dia «
mang cuc bg. Trong go dién Home Assistant, 1ap trinh vién st
nhiing tryc tiép trang - dashboard. Viéc niy cho phép n
Al ludn duoc cap nhat ty dong, dong thoi nguoi dung c6 thé t
thoi gian thuc dudi d:dong, ma khong bi gidi han boi dinh de
YAML hay markdown don gian. Cach tiép cin nay gitip nang
chuyén nghi¢p cho hig t hoi phat huy t6i da nangluc ciia Node -RED
trong viéc dung giao o dong va kha ning hién thi dir liéu AI me
lac, dé hiéu.
Nut xac nhan tir ngud ¢ ac nut “In dir liéu tr AI” va
dé xac nhan rang ngw bao va khong can Aong.
Céac nut nay c6 thé dwt_button hodc script, v

chung dugc Node-RED doc qua node event state.

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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L}
*~ B | @ control_LeTruongDuy -+ x &8 Node-RED : Flow 1 x @ pitlieuvEnudcvadong: x  + v = o K
&« @ © ® NotSecure 172.17.0.2 f UG ] 6% @ @ a =
= Home Assistant Home Q @ 7z

Contral_LeTrusnglay Hello letruongduy
B 00 4n g o ot i s s i L Tt Dy

cANH BA

& LUNG NUDG TIEUTHU NGAYTURTHANG  OIEU KAIEN THU CONG a
P
= Logbook e 7Day
o _ - we n
g ustmay bomiL.
B veda
ogsL 0ssL 185781
B Todolsn THONG BAO

A meveom Unkeoun

[ :
THONG BAO
30d (14/06/2025 — 13/07/2025)

L] THUREALTIMES

=

6 a Luong o B dish! lie 202507-14.

Lo 2 NDOLEUTOA BRESS 2 BAKEMTRA

1| Phan tich tir Al

16y 65 cung cap, day la phan tich va di doan xu huong s dung nuoc:

Setings
2 an tir 160 ofn 16h, gidn manh vao ban gén (6h-6h). Cd cac
0.01L 0.04L t 5 thot dién trong ngdy. Ly Loy dinh didn trong nody o
A Noifcations Cimbign 1 Cambien2 i )
.ro’ 0 nhat vao Thir 6, thip nhat vao Thir 2 va Chis Nhat.
e tetonsey vong nuse sit dung, V61 céc dinh didm cao bit thudng cho

thiy co th ung nuge 4ot bién

Hinh 4.17 Giao dién Home Assitant hoan chin}

Hinh 4.17 biéu dién m giao dién diéu khién va hién thi Home A
4.4 Tich hop tri tué ao (AI) vio hé thong

Hé théng st dung tri £ nhan tao dé phan tich di li€u ti€u thu n
phat hién céc bt thud ri nudc hodc hanh vi tiéu thy dot bién),

dua ra du doan va can3n nguoi dung. Cac mé hinh Al

khai str dung thu viénn Forest, két hop voi nén tang ngén ngi t
nhién Gemini dé tao ra phan hoi d& hiéu va truc quan. H¢ th
toan ty dong, két ndi ‘QTT dé giri va nhan tin hiéu diéu khién
phan phan mém va ph:

Ban, 4.2 Bang so sanh Prophet va Isolation Forest

Thudc tinh Prophet Isolation Forest

Loai hoc may Hocco gidm sat | Hoc khong giam sat (hsupervised)

(Supervised)

Ung dung chinh | Dy 4o chudi thoi | Phat hién bat thuong

gian

Co ché Mo hinh cong (trend | CAy phan chia ngau nl

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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+ seasonality)

Huan luyén C6 (fit) C6 (fit nhung khong ¢

Dit liéu dau vao | ds (time), y (gia tri) | Dit liéu s6

Pau ra Duy »n yhat, CI Nhian 1/-1 (binh thuomg)

4.4.1 Dir liéu dau va

Dit liéu dau vao déng rong trong viéc cung cip co s hoc héi va
dua ra du doan chinhng hé théng nay, dir liéu dugc truy van

ligu thot gian thuc InuxDB, noi luu trir cac thong sb6 do dugc

trong vong 30 ngay gdng ldy dir liéu cac tr

“Sensor 27, va “Sensor 3” véi tan sudt mdi 5 phat mot mau, to thanh chudi

thoi gian déu dan dé pic vu du bao.

lef get data():

Hinh 4.18 Code truy van dit liéu InfluxDB
Ham get_data() 12 bucline xt 1y dir liéu, agc thiét ké dé truy
van va chuan héa dir n tir InfluxDB - mdt co s6 di uu hoa cho
dit liéu chudi thoi giar nhu hinh 4.19. Trude hét, nd dinh nghiaruy van Flux dé
lay dir liéu tir bucket tiy gan nhét. C au truy vén s& loc cac ban
ghi chi lién quan dénchinh: “Total”, “Sensor 2” v
Sau do6, st dung aggre  eWindow dé iy trung binh mdi 5 phut, gitip giam nhiéu

va chuén hoa thoi giar

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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df = query api.query data frame(query)

)

C .dt.tz localize(None)
df.sort values(’

df.reset index(drop=True, inplace=1

df.set index('Time', inplace=True)

start time = df.index.min().floor( 5min’
end time = df.index.max().ceil(’

full range = pd.date range(start

df = df.reindex(full range).rename axis('

for col in ['Total’,
df[col] = df[cel].fillna
dffcol] = df[col].apply(la
return df

Hinh 4.19 Chudn héa thoi gian dir liéu
Tiép theo, nhu hinh 4. pivot chuyén déi dinh dang dit liéu tir'nhiéu ban
ghi cung thoi gian - truong) sang dang ngang (mdi h
timestamp véi ddy du phuc vu tét cho hoc mdy. Ph an con lai xu 1y thoi
gian: rename, sort, reset_index, tai dinh dang vé dinh dang dat
c6 timezone dé twong:t. Cudi cing, dit liéu dugce chuin hoa dé
bao khong c6 gia tri m (vi luu luong nude khong thé am) va éu (NaN)
duge dién bé“mg 0. Haame d3a dugc lam sach, san s

vao mo hinh hoc may.
4.4.2 Trién khai mé h Prophet

Prophet 1a mé hinh dudo Facebook phat trién, d

du doan luu lugng nur ngay. Dit liéu cam biédugc chuyén

d6i sang dinh dang ph hop v6i Prophet (ds, y), sau d6 mé hir

v6i cac thanh phan m va theo tuan. Prophet tra vé cac gia tri

doan (yhat) cung véi at lower, yhat up per). Ngoai viéc v& biéu
dd du doan, hé théng on khai thac cac thanh phﬁn mua vu nhu

diém trong ngay, ngathiéu nhat trong tuan, va tir d6 d

vé théi quen sir dung.

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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ief run_prophet forecast(df, forecast ddya,
df prophet = df.rename(columns={ = 0
df prophet[‘ds’'] = df prophet[‘ds’]. ét tL 10tallze(w

model = Prophet(daily seasonality=True, weekly seasonality=True)
model . fit(df_prophet)

future = model.make future dataframe(periods=forecast days * 144, freq='16min")
forecast = model.predict(future)

return model, forecast

Hinh 4.20 Hudn luyén mé hinh Prophet
Ham run_prophet forecast() trong hinh 4.22 chiu trach nhiéman luyén mé hinh
Prophet va tao dir liérophet yéu cau dit liéu dau v
(timestamp) va y (gia tri cAn du bdo). Do d6, ham thuc hién dcTime thanh
ds va Total thanh y. Prophet dugc cAu hinh dé tinh mua vu han
nham hoc dugc thoi qued c c6 tinh 1dp theo gio var
Ham make future dataframe() tao ra tap dir li€u thoi gian trong ng lai, mdi ngdy
c6 144 diém (vi mdi dphut). Sau d6, phuong th
DataFrame v&i cac cidu doan trung binh), yhat lower va yha
(khoang tin cdy), gitipdinh vung gid tri hop 1y. Prophet khong ¢ u bao
ma con phan tach chudi thanh cac thanh phan theo mua vu vi
kién phan tich sau harKét qua mé hinh duoc 1

cac bude sau nhu phat va phan tich bang Al ngdn ngit.
4.4.3 Trién khai md h Iso  lation Forest

Isolation Forest 1a mo hinh phat hién bat thuong dugc sir dung

lidu ¢ sai khac 16n siv6i du doan tir Prophet. Sau khi tinh phan du giita dir liéu
thue té va du doan (reit toan Isolation Forest xac dinh cac diém ng hi ngo
1a bat thuong. Ngoai str dung logic kiém tra khoang tin cay

(confidence interval) va dac biét 1a phat hién ro ri béng cach xe

thoi gian luu lwong miinh va rat nho vao ban dém — thoi diém
khong nén c6 hoat d¢Nhirng thoi diém nghi ngd du

canh bao théng qua emil va MQTT néu chua ting dugc giri tru

H¢ thong giam sit va t6i-hong
minh trong gia dinh iung
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model if = Isolationforest(contamination=0.005, random state=42)
e’'] = model if.fit predict(df merged|[| "residual’]])

df_merged[ "anomaly_ scor
df_merged[ 'is_anomaly'] = df_merged[ 'anomaly score’] o |

Hinh 4.21 Ham tinh todn bdt thuong
Isolation Forest 1a thu: y khong giam sat chuyén dung dé phat hién céac
diém bat thuong (ouip dit liéu. Trong hé théng n han du
(residuals) gitra dir liédu bao tir Prophet duoc tinh toan bang ¢
hiéu residual = Total — yhat hinh 4.24. Nhiing phan du nay duor biéu hién
cho sai Iéch hanh vi tiéc.
Khi truyén phan du vén Forest, thuat toan s& tu dong phat hién
cac diém "bi c6 1ap" dy nhat, ttrc 1a nhitng gia tri qua khac biét s
lai cua dit liéu. Céac diém nay dugc danh diu 13 bat thuong b -1, sau do
duoc chuyén thanh citri True/False. Viéc st dung th
diéu kién khac nhu vuot ngoai khoang tin cdy du bao) v
is_leak like (nghi ro ri khi c6 xu hudng ting déu trong gio tiéy
ché phat hién da ting;itp hé théng khong chi nhay bén véi dot bién ma con véi

cac tinh hudng ting ch  — dic trung clia ro ri.
4.4.4 Giao tiép giira 1é thong

Viéc tich hop Al vé6ié théng dugc thuc hién thong qua  giao tiép MQTT. Khi
nguoi dung trong Hosstant nhdn nit Print, mot 1énh s& d

AlControl, Node-RED chuyén 1€nh nay dén AL Khi nhan duo

léy dir li€u, du bao bélg Prophet, phat hién bat thuong bﬁng Iso cac
biéu d6 nhu: dit liéu g, du bdo tuong lai, mua v

biéu dd bat thudng tinit ca biéu d6 duoc chuyén cho nén tang G

phan tich ngdn ngir, dng vin ban md ta xu h

thuong va canh bao dé hiéu. Két qua nay duogc gui lai qua MC

dé Node-RED hién thib nhung trong Home Assistant.

H¢ thong giam sit va t6i-hong
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Day 14 phan thiét 1ap 'TT dé Al c6 thé giao tiép véi cac thiét bi IoT hoic

hé thong gidm st trury tim. MQTT 1a giao thirc nhan t in nhe thiét ké cho hé
thong nhing va cac ming thong thap. Trong doan m

MQTT duogc tao véi jgiao thue 3.1.1 nhu hinh 4.26, sau d6 dang ky cac
ham callback dé xtr Iy nhu két ndi thanh cong (on_connec t), nhan tin
nhin (on_message), higtri dit liéu (on_publish).

Phan c4u hinh TLS dma hoa trong qua trinh truy

v6i yéu cau bao mat cng IoT hién dai. Sau khi thiét lap ng ling va mat

khau, client két ndi tondy chit  HiveMQ va bét dau vong lip

ddng bo (loop_start). Yay 1a co s dé Al c6 thé tu dong guri 1ér

béo, va nhan phan hdiling hoic hé thong khac mot cach thoi gi:

client mgtt jtt.Cclient(protocol=mgtt.MQTTV311)
client mgtt.on connect = on_connect

client mgtt.on message = on message #

client mgtt.on publish = on_publish

client mgtt.tls set(cert regs=ssl.CERT_NONE)

client mgtt.tls insecure set(True)

client mgtt.username pw set(mgttUser, mgttPassword)
client mgtt.connect(mgttServer, mgttPort, 68)
client mgtt.loop start()

Hinh 4.22 Ham khoi tao MOTT
4.4.5 Phan hdi va ra\ ty dong

Sau khi phat hién bat shi ngo 10 ri, hé théng Al gui ngay mot |

canh bao dén ngudi ¢ dang ndi dung canh bao 1

AIWARNING. Giao dién Home Assistant s& hién thi thong b va yéu cau nguoi
dung xac nhan bang - tra. Néu trong vong 5 phut ng

phan hoi, mot tién trir tu dong gui Iénh OFF1 hodac OFF2 dén

MQTT dé tit van diéig tmg (Sensor 2 hodc Sensor *Piéu ndy gitp hé
thdng chit dong phanng voi cac bat thuong, giam thiéu ton th

nguoi dung khong kip
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F sensor name ==

Hinh 4.23 Ham canh bdo va tdt van tu dong
Khi phat hién bat thuong hodc nghi ngd ro ri, hé théng Al s&
qua email va MQTT nhu trong hinh 4.28. Tuy nhién, dé dartrong
truong hop khong c6 can thiép ciia con ngudi, hé thong trién ki
tat thiét bi. Trong domn ma trén, mot Timer dugc khoi tao van chd 300
gidy (5 phit). Néu sanguoi dung khong guri phan hoi “d
qua MQTT, ham auto_shutdown() s& tu dong duoc goi dé gui 1 bi tuong
ung (OFF1 hodac OFF2).
Co ché nay hoat dong hé thong giam sat chu dong, gia thiéu nguy co that
thoat nudc hodc hongit bi khi khong co nguoi giam sét truc ti
email dugc thuc hién P st dung smtplib va ciu traic MIMETe:
tai noi dung mot cacl chuan héa. Tinh ning p han hoi nay lait 16i dé heé

thong tré nén thyc tidikha ning van hanh lién tuc.
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CHUONG 5. THI CONG VA THU NGH

5.1 Thiét ké PCB

voenpn

Hinh 5.1 PCB
Hinh 5.1 12 mdt bang mach PCB,duoc thiét ké mot cach khoa hoc véi day du cac
céng két ndi va bd tridé dam bao sy on dinh v mg
qué trinh van hanh ctiPCB, c6 hai dau ndi Domino loai 2 chan,
trong d6: Domino J9 déng vai tro 12 ngd vao cap dién ap 5VD ho toan bo
mach, duoc léy tor map LM2596S; Domino J7 1a ngd ra
ding dé cap ngudn rio module Relay, gitp tach biét nguodn ¢
nguén tai nham tranh ru va dam bao hoat dong 6n dinh cho rela;
Ngoai ra, Domino J5 1a dau ndi loai 3 chan, trong do6 mot chan dugc dung lam ngd
tin hiéu (Signal) tir vi khién ESP32, truyén truc tiép dén chan diéu khién Input
ctia module Relay dé tuc hién viéc don g/ngit thiét bi theo lap 1.
Céac cam bién khéc tr¢ théng duogc thiét ké sir dung day EJS, giup chuin hoa

két ndi va thuan tién ; thao lép, thay thé hodc trién khai mé ri

H¢ thong giam sit va t6i-hong
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thong. Cu thé, cac cong két ndi cam bién bao gdm: J4, J5 va J8: 1a cac cong két ndi
danh cho ba cam bién luu lwong nudc, cho phép giam sat luu luong tai cac nhanh
khac nhau trong hé théng. J2: 1 cong két nbi v6i cam bién do dong dién, phuc vu
cho vi¢c theo doi mirc ti€u thu dién nang. J3: dugc st dung dé két ndi v6i cam bién
héng ngoai, nham phat hién vat thé phuc vu muc dich diéu khién bom nudc hodc
mo van.

O trung tdm cua bang mach la vi diéu khién ESP32, dugc xem nhu b nio cua hé
théng, dam nhan vai tro tiép nhan tin hiéu tir cdc cam bién, xur 1y dir liéu, diéu khién
cac thiét bi dau ra nhu relay, dong thoi truyén thong tin 18n cac nén tang hién thi

hodc diéu khién tir xa.
5.2 Mach cirng hoan chinh

Hinh 5.2 mo t4 mach cuing da duoc thi cong hoan chinh, duogc thiét ké va bd tri mot
cach tdi wu trén mot bang mach in c6 kich thudc 92.5mm x 92.5mm. Hé théng s
dung ngué)n dién mot chiéu 12VDC lam dau vao, sau d6 duoc ha ap Xuéng 5VDC

thong qua module chuyén d6i dién ap LM2596S.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Hinh 5.2 Mach cirng hoan chinh

Nguén 5VDC sau khic ha 4p s& dugce phan phdi dén cac th
gdm: vi diéu khién E®32 — déng vai tro trung tim diéu khiéna
cam bién luu lwong n  — dung dé do luu luong nudce tiéu tl
nhau, mot cam bién dfién — dung dé giam sat luong di

hé théng, mot cam bid héng ngoai — phat hién vat thé dé diéuhién qué trinh bom

nudc ty dong, mot male Relay  — thyc hién chirc nang déng/;ét thiét bi dién, va
cudi cung 1a man hint TFT — dam nhan vai tro hién thi a
luong nudce, dién nang va thong tin bao tri 161 lo C.

Toan b cac linh kién3n dugc két ndi va sip xép hop 1y tr
mach nham dam bao 1h 6n dinh, d& dang thi cong, va thuan ti
hay mé rong hé théng twong lai.

Bar 5.1 Bang chu thich cac linh kién trong maae

STT | Chu thich

1 Cam bién luu } YF -S401 (Sensor 1)

H¢ thong giam sit va t6i-hong
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Cam bién luu lugng nude YF-S201 (Sensor 2)

Cam bién luu lugng nude YF-S201 (Sensor 3)

Cam bién dong dién ACS712

Cam bién hong ngoai OMRON E18-DSONK

ESP32 30pin

Tin hiéu dau vao cho modul relay

Man hinh LCD LIL9431

O| oo 1| | | K| W

Nguon vio 5V

Hon nira, bang mach duoc gia cong ti mi voi 16p dong trén PCB ¢6 dudng dan rd
rang va khong xuat hién 18i han nhu hinh 5.3. Cac diém han duoc thyc hién chac
chin, han ché téi da nguy co long chan linh kién trong qua trinh hoat dong. Mach
cling duoc thiét ké voi tiéu chi dé dang kiém tra va sira chita, khi cac module va linh

kién chinh déu dé¢ tiép can.

L]
L]
»
L]
-
.
-
L]
L
»
»
=
L

Hinh 5.3 Mat sau cua mach cung
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Hinh 5.4 Hop dung mach hoan chinh

Téng thé, hinh 5.4 khong chi minh hoa sy hoan thién cia mach ma con thé hién tinh
thAm my va su chuyén nghiép trong qué trinh thi cong, tir khau thiét ké trén phan
mém cho dén san xuét thuc té. Viéc kiém tra va van hanh thir nghiém s€ 1a budce

tiép theo nham dam bao san pham dap Gmg ddy di cac yéu cau va muc tiéu ban dau.

Board mach ctiing hoan chinh dugc dat vira van trong hop dung béng mica HINH c6
kich thudc 200x120x75mm, hop nay s€ chira bang mach cuing va cac module duoc

dung trong hé théng.
5.3 Mo hinh hoan chinh

Hinh 5.5 thé hién toan bd mo hinh hé théng da duoc lép rap hoan chinh, bao gém
day du cac thanh phan phan cimg cin thiét nhaim mo phong mot hé thdng giam sat

va diéu khién nuée thyc té. M6 hinh dugc thiét ké tich hop ca hop diéu khién trung

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
minh trong gia dinh wng dung IoT va Al
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tdm, noi chira bang mach diéu khién cing céc linh kién dién tir chinh nhu vi diéu
khién, cac cam bién, module relay, man hinh hién thi va bo ngudn.

Bén canh d6, hé thong con bao gém hai thung chita nude co cung kich thudc tiéu
chuan 34 x 26.5 x 13 cm, voi dung tich mdi thung xap xi 11.7 lit, dam bao du thé
tich dé mo phong qua trinh luu trit va cap phat nude. Cac thung nude nay duge lién
két thong qua hé thong dudng dng loai éng ndi nhanh RO, gitip viéc lap dit nhanh
chong, chic chan va dé dang thay thé khi can thiét.

Ngoai ra, hé thdng ciing duoc tich hop van dién tir vd bom nudc mini, cho phép
diéu khién dong chay mot cach tu dong thong qua tin hiéu tir trung tdm diéu khién.
Tét ca cac thanh phén néu trén déu duoc ¢ dinh chic chan trén mot khung nhom
dinh hinh 2020 c6 kich thudc 55 x 34 x 26.5 cm, giip mo hinh tré nén gon gang,
chac chan, dong thoi nang cao tinh thAim my, tao cam giac chuyén nghiép va phu
hop dé trung bay hodc thuyét minh trong cac budi bao céo, trién 1am, hay hoi thao
chuyén dé.

Bén trong hop diéu khién con duge b tri hop 1y cac jack két ndi ngudn va thiét bi
ngoai vi nham tdi uu hoa thao tac van hanh va bao tri. Hé thdng day din duoc sip
xép gon gang biang dng gen nhiét va cac kep giir diy, dam bao an toan dién va ting
d6 bén cho mé hinh. M6 hinh khong chi dong vai tro 1la mot ban thu nhé ctia hé
thong thuc té, ma con 13 céng cu hiéu qua dé danh gia, trinh dién va thir nghiém cac

thuat toan diéu khién, gép phan phuc vu cho qua trinh nghién ciru va hoc tap.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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Hinh 5.5 M6 hinh hé thong hoan chinh

5.4 Két qua thir nghm va danh gia
5.4.1 Thi nghiém

Sau khi hoan thién ph mém, hé théng da duoc tién h

thir nghiém thuc té troy méi trudng gia 1ap twong duwong véi ho

thir nghiém cho thay tthong hoat dong 6n dinh, dép tng ddy du cac chirc nang da
dé ra.

Cu thé, hé théng ghi 1an chinh x4c luu lugng nude tir ba cam

vi tri khac nhau, déngléng s6 1én man hinh LCD TFT theo th

thuc. Dit liéu Iuu luonthy tir cam bién dong

InfluxDB va tryc quarana, gitip nguoi dung dé dang theo doi lich st
st dung.

Khi phat hi¢n c6 vat ta cam bién héng ngoai, h¢ théng tuw dong kich hoat bom
nude, sau do ngit khhong c6 nguoi st dung, dam bao tiét ki

lugng. Ngoai ra, chira xa thong qua giao dién Home Assistant

H¢ thong giam sit va t6i-hong
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hoat dong 6n dinh, cho phép ngudi ding giam sat va bat/tit thiét bi ngay trén dién
thoai hodc may tinh két ndi mang.

Trong thir nghiém chitc nang Al hé thong c6 thé ghi nhan mirc tiéu thu nudc theo
ngay va tuan, tir d6 dua ra canh bao khi c¢6 diu hiéu bét thuong, phan tich va du
doan dugc xu hudng dung nude cia ngudi dung. Hé thdng ciing c6 kha ning phat
hién ro ri nude khi c6 dong chay lién tuc.

Toan bd mo hinh duoc cb dinh chic chin trén khung nhém dinh hinh, gitp céac
thanh phﬁn hoat dong on dinh, khong rung ldc hodc bi nhiéu tin hiéu. Thu nghi¢m
trong diéu kién hoat dong lién tuc 24 gio cho théy nhiét do vi diéu khién va nguff)n
cip van & mic an toan, khong xay ra treo mach hoic reset ESP32.

Tir cac két qua trén, c6 thé khiang dinh ring hé thong dap tGng tdt cac tiéu chi vé
giam sat, diéu khién thong minh, tiét kiém tai nguyén va sin sang trién khai trong

thuc té.
5.4.2 Danh gia thuc té

Badng 5.2 86 liéu danh gid thuc té

Lan do | Sensorl | Saisd | Sensor2 | Saiso | Sensor3 | Sai s6 | Current | Sai s6
L) L) L) (A)

1 1.08 8% 1.0 0% 1.07 7% 0.410 0%

2 1.04 4% 1.1 10% | 0.9 10% | 0.414 0.4%

3 1.05 5% 0.98 2% 0.9 10% | 0.408 0.8%

4 1.08 8% 0.95 5% 0.95 5% 0.407 0.7%

5 1.02 2% 1.02 2% 0.9 10% | 0.405 0.5%

Tong 5.4% 3.8% 8.4% 0.48%

Bang 5.2 cho ta thay duoc sai s6 linh kién sau 5 lan do. D6i v6i cac cam bién luu
lwong nuée YF-S201 dé tinh toan luong nude st dung 1a Sensor 1 2 3 khi cho 1 lit
nude di qua lan lugt mdi Sensor 5 lan ta c6 thé thdy tong sai so cua Sensor 1 la
5.4%, Sensor 2 13 3.8% va Sensor 3 1a 8.4%. Néu tinh thanh tong luong nudc tiéu

thu va lay tong 3 sai s6 nay dé tinh ra tong sai s6 cua tong luong nudc sir dung sé l1a

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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5.86% va theo 1y thuyét sai s6 cia YF-S201 1a 5-10% thi con s6 5.4%, 3.8%, 8.4%
hay 5.86% cua tong luong nuée tinh ca nhidu cam bién va dong dién khong 6n dinh
thi day 1a mot con sb6 hoan toan chép nhan duoc.

Vé phan cam bién dong dién 1ay dong dién chuin 1a 410mA duoc do chinh xac
bang VOM ta thiy sai s qua 5 1an do déu dudi 1% , xét dén sai sd 1y thuyét cua
cam bién dong dién ACS712 1a 1.5-5% thi sai s6 cta hé théng gan nhu 1a chinh xac,
dat d¢ tin cdy cao.

Tong thé, hé théng sir dung cac cam bién YF-S201 va ACS712 mic du van c6 sai
s6 tuy nhién do chinh x4c van nam trong gidi han cho phép, hoat dong on dinh va
dang tin cay cho muc dich do luong luu lugng nude va dong dién trong cac Uing

dung thuc té.

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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CHUONG 6. KET LUAN

6.1 Két qua dat dwoe

Qua qua trinh nghién ctru, thiét ké va thuc hién, dé tai "Hé thong giam sat va tbi uu
héa st dung nudc thong minh trong gia dinh tng dung IoT va AI" da dat duogc
nhiéu két qua kha quan. Hé théng phan ctmg di dugc hoan thién trén mot bang
mach PCB tich hop day du cac thanh phan nhu vi diéu khién ESP32, cam bién luu
luong nude, cam bién dong dién, cam bién héng ngoai, module relay, van dién tu,
bom nudc va man hinh LCD TFT. Nguén cr?ip cho toan hé théng duoc 6n dinh
thong qua module ha 4p LM2596S tir ngudn dau vao 12VDC. Phan mém diéu khién
dugc xay dung trén nén tang Home Assistant két hop v6i Node-RED dé xur 1y logic,
InfluxDB va Grafana dé luu trir va truc quan héa dit liéu. Hé thong giao tiép véi
may chii qua giao thirc MQTT khéng day, cho phép thu thap, xur Iy dir lidu va diéu
khién thiét bi dau ra mot cach tu dong va hiéu qua. Ngoai ra, giao dién ngudi dung
dugce thiét ké tryc quan, hién thi cac thong tin quan trong nhu luong nudc sir dung,
dién nang ti€u thuy, cdnh bdo ro ri va lich bao tri 161 loc. HE théng cling budc dau
tmg dung tri tué nhan tao dé phan tich dit liéu tiéu thy, tir 46 dé xuat thoi diém thay
16i loc va phat hién cac bat thuong trong van hanh. M6 hinh hoan chinh dugc thi
cong gon gang trén khung nhém dinh hinh, dam béo tinh thAm m¥ va c6 kha ning

trién khai thyc té trong moi truong hd gia dinh.
6.2 Pinh hwéng phat trién trong twong lai

Trong tuong lai, hé thong c6 thé duoc mo rong va nang cap dé tng dung trong quy
mo 16n hon nhu trang trai thong minh. Hé thdng c6 tiém ning trd thanh mét giai
phap quan 1y nudc toan dién cho nong nghi€p, noi viéc sit dung nudc can duoc diéu
chinh linh hoat theo diéu kién thoi tiét, mua vu va loai cay trong. Viéc tich hop
thém cac cam bién moi truong nhu dd am dat, nhiét do, anh sang s& giup hé thong
dua ra quyét dinh chinh xac hon trong qua trinh tudi tiéu tw dong. Pong thoi, tri tué

nhan tao c6 thé dugc phat trién sau hon bang cac mé hinh hoc may nham dy doan

H¢ thong giam sit va t6i wu héa sir dung nwéc thong
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nhu cau st dung nude va tdi wu hoa lich trinh van hanh thiét bi. Ngoai ra, viéc Gmg
dung cac cong nghé truyén théng tdm xa nhu LoRa hodc NB-IoT s& mé rong kha
nang trién khai & nhitng ving c6 dién tich rong hodc diéu kién mang WiFi han ché.
Cudi cung, hé thong c6 thé duoc tich hop v6i ung dung diéu khién tir xa qua dién
thoai, kém theo chirc ning canh bao sém khi c6 sy ¢b, gop phan ting tinh tién loi,

an toan va hi¢u qua cho nguoi str dung.
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PHU LUC A

#include <WiFi.h>

#include <WiFiClientSecure.h>
#include <PubSubClient.h>
#include <TFT_ eSPLh>

// WiFi
const char* ssid = "wifi ctia truong duy";

const char* password = "letruongduy";

// MQTT HiveMQ
constchar*mqttServer="46b057df071c4ab09dbfdebed9927199.s1.eu.hivemq.cloud;
const int mqttPort = 8883;

const char* mqttUser = "letruongduy";

const char* mqttPassword = "Letruongduy972003";

const char* mqtt_topic_relays = "HomeControl";

const char* mqtt_topic_sensors = "DATN letruongduy";

// Relay GP1O
const int relay1Pin = 14;

const int relay2Pin = 15;
WiFiClientSecure espClient;
PubSubClient client(espClient);

TFT eSPI tft=TFT eSPI();

// Sensor pins
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const int irSensorPin = 12;
const int relayPin = 13;
const byte sensorPinl = 5;
const byte sensorPin2 = 25;

const byte sensorPin3 = 26;

// Calibration
float calibrationFactorl = 11.0;
float calibrationFactor2 = 5.0;

float calibrationFactor3 = 5.0;

// Flow pulse counts

volatile byte pulseCountl = 0;
volatile byte pulseCount2 = 0;
volatile byte pulseCount3 = 0;

// Flow values

float flowRatel, flowRate2, flowRate3;

unsigned int flowMilliLitres1, flowMilliLitres2, flowMilliLitres3;
unsigned long totalMilliLitres1, totalMilliLitres2, totalMilliLitres3;
unsigned long totalAllSensors;

unsigned long oldTime;

// Debounce

volatile unsigned long lastPulseTimel = 0;
volatile unsigned long lastPulseTime2 = 0;
volatile unsigned long lastPulseTime3 = 0;
const unsigned long debounceDelay = 50;

const unsigned long minPulselnterval = 10;

Mb Phéng Hé¢ Thong MIMO



PO AN TONG HOP
Trang A-3

// Dong dién

const int currentPin = 35;

const float sensitivity = 152.0;

const float ADC_resolution = 4095.0;
const float ref voltage = 3.3;

float zeroCurrentVoltage = 0.0;

float currentMeasurement = 0.0;

// Trang thai may bom tor MQTT
String bomStatus = "UNKNOWN";

// Thong bao tir Al
String thongBaoAl = "UNKNOWN";

/| ====MQTT CALLBACK ====

void callback(char* topic, byte* payload, unsigned int length) {
String msg;
for (int i = 0; i < length; i++) msg += (char)payload[i];

Serial.printf("Message arrived [%os]: %s\n", topic, msg.c_str());

if (stremp(topic, mqtt topic_relays) == 0 || strcmp(topic, "AlControl") == 0) {
if (msg == "ON1") digital Write(relay1Pin, LOW);
else if (msg == "OFF1") digital Write(relay1Pin, HIGH);
else if (msg == "ON2") digital Write(relay2Pin, LOW);
else if (msg == "OFF2") digital Write(relay2Pin, HIGH);
b

if (strcmp(topic, "DCWarning") == 0) {
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if (msg == "ON DINH" || msg == "WARNING") bomStatus = msg;
else bomStatus = "UNKOWN";

}

if (strcmp(topic, "AIWARNING") == 0) {
if (msg.indexOf("Luong nudc 6n dinh") = -1) {
thongBaoAI = "LUONG NUOC ON DINH";
} else if (msg.indexOf("Bét thuong") !=-1) {
thongBaoAl = "BAT THUONG";
} else if (msg.indexOf("Ro ri") != -1 || msg.indexOf("Ro ri") !=-1) {
thongBaoAI = "RO RI";

}else {
thongBaoAl = "THONG TIN KHAC",;
b
b
}
/| ====MQTT RECONNECT ===

void reconnect() {
while (!client.connected()) {

Serial.print("Attempting MQTT connection...");

if (client.connect("ESP32ClientCombined", mqttUser, mqttPassword)) {
Serial.println("connected");
client.subscribe(mqtt topic relays);
client.subscribe("AIControl");
client.subscribe("DCWarning");
client.subscribe("AIWARNING");

} else {

Serial.print("failed, rc=");
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Serial.print(client.state());
Serial.println(" try again in 5 seconds");

delay(5000);

h
}
h

// ====PULSE INTERRUPT HANDLERS ====
void IRAM_ATTR pulseCounterl() {
unsigned long t = millis();
if (t - lastPulseTimel >= debounceDelay) {
pulseCount1++;

lastPulseTimel = t;

}

¥
void IRAM_ATTR pulseCounter2() {

unsigned long t = millis();
if (t - lastPulseTime2 >= debounceDelay) {
pulseCount2++;

lastPulseTime2 = t;

}

}
void IRAM_ATTR pulseCounter3() {

unsigned long t = millis();
if (t - lastPulseTime3 >= debounceDelay) {
pulseCount3++;

lastPulseTime3 =t;

}
h
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/| ====DOQC DONG ====
void readCurrentSensor() {
long total = 0;
for (int1=0;1<100; i++) {
total += analogRead(currentPin);
delay(2);
}
float avg = total / 100.0;
float voltage = (avg / ADC _resolution) * ref voltage * 1000.0;
float diff = voltage - zeroCurrentVoltage;
currentMeasurement = diff / sensitivity / 2;

if (abs(currentMeasurement) < 0.05) currentMeasurement = 0;

// ====HIEN THI MAN HINH ====

void updateDisplay() {
tft.fillScreen(TFT _BLACK);
tft.setTextSize(2);
tft.setTextColor(TFT WHITE);
int textWidth = tft.textWidth("THONG TIN HIEN THI");
tft.setCursor((tft.width() - textWidth) / 2, 10);
tft.print("THONG TIN HIEN THI");

tft.setTextColor(TFT SKYBLUE);
tft.setCursor(10, 40);
tft.print("NUOC TIEU THU: ");
tft.print(total AllSensors / 1000.0);
tft.print(" (L)");
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tft.setTextColor(TFT _YELLOW);
tft.setCursor(10, 70);
tft.print("MAY BOM NUOC: ");
tft.print(bomStatus);

tft.setTextColor(TFT GREEN);
tft.setCursor(10, 100);
tft.print("THONG BAO TU AIL:");
tft.setTextColor(TFT RED);
tft.setCursor(10, 130);
tft.print(thongBaoAl.c_str());

tft.setTextColor(TFT SKYBLUE);
tft.setCursor(10, 160);
tft.print("TINH TRANG VAN DIEN TU:");

int buttonWidth = 60, buttonHeight = 30, circleRadius = 12;
int textOffset = tft.textWidth("VANI1: ");
int vanY = 190;

int vanlTextX = 10;

tft.setTextColor(TFT _MAGENTA);

tft.setCursor(vanl TextX, vanY);

tft.print("VANI1: ");

int vanlButtonX = vanlTextX + textOffset;

int van1ButtonY = vanY + (tft.fontHeight() - buttonHeight) / 2;

if (digitalRead(relay1Pin) == LOW) {

tft.fillRoundRect(van1ButtonX, vanlButtonY, buttonWidth, buttonHeight,

TFT GREEN);
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tft.fillCircle(van1ButtonX + buttonWidth - circleRadius - 3, vanlButtonY +
buttonHeight / 2, circleRadius, TFT BLACK);
} else {
tft.fillRoundRect(van1ButtonX, vanlButtonY, buttonWidth, buttonHeight, 15,
TFT_RED);
tft.fillCircle(van1ButtonX + circleRadius + 3, vanlButtonY + buttonHeight / 2,
circleRadius, TFT BLACK);

}

int van2TextX = vanlButtonX + buttonWidth + 20;
tft.setCursor(van2TextX, vanY);
tft.print("VAN2: ");
int van2ButtonX = van2TextX + textOffset;
int van2ButtonY = vanY + (tft.fontHeight() - buttonHeight) / 2;
if (digitalRead(relay2Pin) == LOW) {
tft.fillRoundRect(van2ButtonX, van2ButtonY, buttonWidth, buttonHeight, 15,
TFT GREEN);
tft.fillCircle(van2ButtonX + buttonWidth - circleRadius - 3, van2ButtonY +
buttonHeight / 2, circleRadius, TFT BLACK);
} else {
tft.fillRoundRect(van2ButtonX, van2ButtonY, buttonWidth, buttonHeight, 15,
TFT _RED);
tft.fillCircle(van2ButtonX + circleRadius + 3, van2ButtonY + buttonHeight / 2,
circleRadius, TFT BLACK);

h
b

/| ==== SETUP ====
void setup() {
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Serial.begin(9600);

WiFi.begin(ssid, password);

while (WiFi.status() '= WL _CONNECTED) {
Serial.print(".");
delay(1000);

b

Serial.println("WiFi connected");

client.setServer(mgqttServer, mqttPort);
client.setCallback(callback);

espClient.setlnsecure();

tft.init();
tft.setRotation(1);
tft.fillScreen(TFT BLACK);

pinMode(sensorPinl, INPUT PULLUP);
pinMode(sensorPin2, INPUT PULLUP);
pinMode(sensorPin3, INPUT PULLUP);

pinMode(irSensorPin, INPUT);
pinMode(relayPin, OUTPUT);
digital Write(relayPin, LOW);

pinMode(relay1Pin, OUTPUT);
pinMode(relay2Pin, OUTPUT);
digital Write(relay 1 Pin, LOW);
digital Write(relay2Pin, LOW);
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attachInterrupt(digitalPinToInterrupt(sensorPinl), pulseCounterl, FALLING);
attachInterrupt(digitalPinTolnterrupt(sensorPin2), pulseCounter2, FALLING);
attachlnterrupt(digitalPinTolnterrupt(sensorPin3), pulseCounter3, FALLING);

long total = 0;
for (int1=0; 1< 1000; i++) {
total += analogRead(currentPin);
delay(1);
b
zeroCurrentVoltage = (total / 1000.0) / ADC _resolution * ref voltage * 1000.0;
pulseCountl = pulseCount2 = pulseCount3 = 0;

oldTime = millis();

/| ====LOOP ====
void loop() {
int irState = digitalRead(irSensorPin);
digital Write(relayPin, irState == HIGH ? LOW : HIGH);

if (!client.connected()) reconnect();

client.loop();

unsigned long now = millis();

if (now - oldTime > 1000) {
detachlnterrupt(digitalPinTolnterrupt(sensorPinl));
detachlnterrupt(digitalPinTolnterrupt(sensorPin2));
detachInterrupt(digitalPinTolnterrupt(sensorPin3));

flowRatel = ((1000.0 / (now - oldTime)) * pulseCountl) / calibrationFactorl;
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flowMilliLitres1 = (flowRatel / 60.0) * 1000.0;
totalMilliLitres1 += flowMilliLitres1;

flowRate2 = ((1000.0 / (now - oldTime)) * pulseCount2) / calibrationFactor2;
flowMilliLitres2 = (flowRate2 / 60.0) * 1000.0;
totalMilliLitres2 += flowMilliLitres2;

flowRate3 = ((1000.0 / (now - oldTime)) * pulseCount3) / calibrationFactor3;
flowMilliLitres3 = (flowRate3 / 60.0) * 1000.0;
totalMilliLitres3 += flowMilliLitres3;

total AllSensors = totalMilliLitres1 + totalMilliLitres2 + totalMilliLitres3;

readCurrentSensor();

if (pulseCountl > 0 || pulseCount2 > 0 || pulseCount3 > 0
abs(currentMeasurement) > 0.05) {
String msg = "Sensor 1: " + String(totalMilliLitres1 / 1000.0) + " L, " +
"Sensor 2: " + String(totalMilliLitres2 / 1000.0) + " L, " +
"Sensor 3: " + String(totalMilliLitres3 / 1000.0) + " L, " +
"Current: " + String(currentMeasurement, 3) +" A, " +
"Total: " + String(totalAllSensors / 1000.0) +" L";
client.publish(mqtt_topic_sensors, msg.c_str());
Serial.println(msg);
b
updateDisplay();
pulseCountl = pulseCount2 = pulseCount3 = 0;
oldTime = now;
attachlnterrupt(digitalPinTolnterrupt(sensorPinl), pulseCounterl, FALLING);
attachInterrupt(digitalPinTolnterrupt(sensorPin2), pulseCounter2, FALLING);
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attachInterrupt(digitalPinToInterrupt(sensorPin3), pulseCounter3, FALLING);

h
}
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